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Quick Guide: AMS Email Alerts and Message
Settings with Gmail

Part 1: Generating a Google App Password for Gmail SMTP

Step 1: Access Google Account Settings
e Signin to Google: Log in to your primary Google Account associated with email

notifications.
o Navigate to Account Management: Click on your profile icon in the top-right corner

and click ' Account'.
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Step 2: Verify 2-Step Verification Status

e Security Settings: Navigate to the 'Security and sign-in' section from the left navigation

menu.

e Enable 2-Step Verification: Ensure that '2-Step Verification' is turned ON (required by

Google to create App Passwords).
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Step 3: Search for App Passwords

e Search Feature: In the Google Account search bar at the top, type 'app'.

e Select Option: Click on 'App passwords' from the search suggestion dropdown list.
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Step 4: Create App-Specific Password

e Name Assignment: In the 'App name' field, enter a descriptive label (e.g., amsemail or
AccessManager).

e Generate Key: Click the 'Create’ button to generate a secure application password.
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App passwords help you sign in to your Google Account on older apps and
services that don’t support modern security standards.

App passwords are less secure than using up-to-date apps and services
that use modern security standards. Before you create an app password,
you should check to see if your app needs this in order to sign in.

Learn more

You don't have any app passwords.

o To create a new app-specific password, type a name for it below...

Ty
i\ Create ;] v o




Step 5: Copy Generated App Password

o Record Credentials: A 16-character passkey will be displayed (e.g., XXXX XXXX XXXX XXXX).
e Secure Storage: Copy or record this key without spaces for use in the AMS email

configuration.

Generated app password

Your app password for your device

How to use it

Go to the settings for your Google Account in the application or device you are
trying to set up. Replace your password with the 16-character password shown
above.

Just like your normal password, this app password grants complete access to
your Google Account. You won't need to remember it, so don't write it down or
share it with anyone.




Part 2: Configuring Email Settings in AMS Platform

Step 6: Input Email Server Parameters in AMS

Access System Update: Login to AMS web page, and then go to [System Setting]-

>[Configure System].

Scroll to Email Settings: Locate the Email / SMTP Configuration section.

Configure SMTP Credentials: Set SMTP Host to smtp.gmail.com, Port to 587, enter

your full Gmail address, and paste the 16-character App Password.

Save Parameters: Click Set to store system-wide email settings.
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Step 7: Verify Confirmation Email Notification
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e System Notification: Upon updating, AMS automatically sends a testing system
notification email.

e Inbox Verification: Check the sender inbox to confirm receipt of the message
confirming AMS Email settings have been updated.

<« B O 0] B m 10of 62,622 > E-

(7
Access Manager Suite Email settings has been updated at 8/11/2026 5:19:27 AM D Inbox x a8 0

(;_‘j S TG o 2019 @minutesage) Yy @

F4

tome »

]

Access Manager Suite Email settings has been updated at 8/11/2026 5:19:27 AM - This is an automatic generated message from Access Manager Suite

(" Reply ) ([ Forward ) (@)
€| Qrwar
AN Py AN SN




Part 3: Installing & Configuring AMS SMS Service

Step 8: Download & Install SMSService Package

Unpack Installer: Unzip the SetupSMSEmail_1.2.5.5.zip package.

Run Installation: Execute setup.exe and complete the wizard to install the background
service.

Download Link:
https://drive.google.com/file/d/TunLFoc4PJUQeHMUG6oReE2mYqUuUZRMVU/view?u

sp=sharing

| Download and unzip 'SetupSMSEmail_1.2.5.5.zip' ,and click 'setup.exe' to install AMS
'SMSservice'.

D) setup.exe 2020-03-05 4:17 PM

M SetupSMSEmail.msi 2020-03-05 4:17 PM
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Step 9: Configure interval.txt Parameters

e Locate the hidden Configuration File: Go to

C:\ProgramData\Actatek\AccessManager\SMStexts\

e Update Polling Intervals: Open interval.txt and set appropriate execution timer
intervals for email/SMS event polling. See below as an example.

e Save Changes: Save and close the text file.

o Edit the SMSservice's interval.ixt file located at the below hidden folder:
C:\ProgramData\ActateklAccessManager\SMStexis\interval . txt

Click 'File' to save the file.

§| interval.txt - Motepad

"'File Edit Format View Help
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Set the 4 digits parameters a,b,c,d as below.

a:Running Interval in Seconds (positive number, 0 is invalid)
b:Not Used

c:0=%top, 1=Process SMS

d:0=Stop, 1=Process Email

Example above 20,0,0,1
set 20 sec running interval.
Disable SMS process.




Step 10: Start SMSService in Windows Services Manager

e Open Windows Services: Press Win+R, type services.msc, and press Enter.

e Locate & Start Service: Find SMSService in the list, right-click, and select Start (or

Restart).
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Part 4: User Notification Mapping & ACTAtek Access Testing

Step 11: Locate and Edit User Account

e Navigate to User Management: In the Access Manager Suite top navigation bar, click

on User Management and select View/Edit User from the left side menu.

e Search User Profile: Find the target user profile from the list (e.g., User ID: C053 / Will

NQ).

e Action Selection: Click Edit under the Action column corresponding to the target user

account.
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Step 12: Configure User Notification Settings

e Access Notification Settings: In the VIEW / EDIT USER page, scroll down to the
Notification section.

e Enter Email Address: Input the destination email address in the Email Address field
(e.g. speter@gmail.com).

e Enable Email Alert: Check the Enable Email checkbox to activate email delivery for this
user.

e Custom Message Tagging: Enter a recognizable label or message in the Message field
(e.g., Main Entrance). This tag will be included in email alerts.

e Save Configuration: Click the Update button at the bottom right corner to submit and

apply all changes.
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Step 13: Perform Access Event Test on ACTAtek Device

e Terminal Authentication: Authenticate on the designated physical ACTAtek terminal
(e.g., Entrance_Gate_IN / Device ID: 00111DB00010) using a registered RFID Smart
Card, Fingerprint, Facial Recognition, or PIN.

e Access Verification: Ensure the terminal verifies and grants access successfully (green

LED / success beep).

Step 14: Verify Alert Email Arrival

e Inbox Inspection: Open the recipient email inbox (e.g., speter@gmail.com).

e Email Subject Verification: Confirm receipt of the notification email sent by
AccessManager Service with a subject line following the standard format: Email From
AccessManager Service - C053 Will [Timestamp] IN Entrance_Gate_IN 00111DB00010

Main Entrance.

& Primary e & - =
0 % D me Email From AccessManager Service - C053 Will 8/11/2026 8:48:18 PM IN Entrance_Gate_IN 00111DBO0010 Main Entrance &
me Email From AccessManager Service - C053 Will 8/11/2026 8:35:28 PM IN Entrance_Gate_IN 00111DBO0010 Main Entrance
me Email From AccessManager Service - CO53 Will 8/11/2026 8:34:24 PM IN Entrance_Gate_IN 00111DB0Q010 Main Entrance
me Access Manager Suite Email settings has been updated at 8/11/2026 5:19:27 AM - Access Manager Suite Email settings has been updated at 8/11/2026 |

o Email Content Audit: Open the message to verify that all access details—including
User ID, Name, Event Time, Event ID, Terminal Description, and Custom User

Message—are correctly presented.
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