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Chapter 1.  Introduction

This section explains the purpose and software references of the ACTA4.

1.1. Purpose

ACTAA4 devices are the loT hardware platform of a cloud- and web-based ID management
solution for security and Human Resource Management. The ACTA4 device allows users to
access its record from anywhere, at any time and on any ICT platform using any web-
browsers such as Edge, Firefox, Chrome, Safari etc.

This document aims to help you use the basic and advanced features of ACTA4 effectively.
This document also aims to help you troubleshoot the ACTA4 quickly if you encounter any
issues during installation and usage. By reading this user manual, you will learn more about
the functions and features of ACTA4.

Some of the features and functions require working with the ACTAtek Access Manager Suite
(AMS) software. The Emergency Exit function is designed to be used for the traditional 3rd
party controller panel system.

1.2. Document Conventions
Input typed in a bold Arial font, and output using Arial. Comments are added in jtalics.

Command prompt and Source code looks like

main()
{
printf(“Hello World\n”);
}
1.3. Intended Audience and Reading Suggestion

This document is self-contained but assumes a basic knowledge of ACTA4. Advanced
customers can use this document to enhance their usage in ACTA4, and resellers can use
this document to enhance their customers’ needs.

1.4. Software References for this document
ACTA4 firmware: 4 00.2540 or above version

www.jakinid.com
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Chapter 2. Product Overview

2.1. Physical Security:

Access control

Our Biometrics, RFID loTs fit well with all entrances: doors, gates, turnstiles, carpark barriers
etc, regardless it’s for the security deposit box, access control, video surveillance or
integration with all of them. It can be installed to suit all businesses:

1. Stand-alone installation: Plug the IoT to your network, connecting to the electric door
strike which can also be powered by the device if needed. Simply use any web-browser just
like internet banking to manage users, browse reports and device administration etc

2. Master/Client setup: You can connect up to 10 units within your network without any
computers! All user attributes and event logs are synchronized to the Master and other Client
units.

3. Enterprise scale installation: All units can be pointed to the AMS or AMS SaaS cloud
application platform with both applications for access control and workforce management
applications. The AMS or AMS SaaS takes care of everything!

2.2. Workforce Management:

Time Attendant

For standalone units, there are time attendance reports available including total working hours.

The AMS or AMS SaasS cloud platform with both workforce management and access control
applications can generate many time attendance reports, shift management, job-codes etc to
suit the need of large enterprises.

Payroll

Our loTs can output event logs directly to CSV/TXT file for the 3™ party’s payroll APP
integration.

The AMS SOAP/API allows the 3 party system integration from different databases support
such as Oracle, SQL, MySQL Azure SQL/MySQL etc.

www.jakinid.com
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2.3. Benefits:

1. All-in-one IP-video, Intercom and door bell biometrics, RFID, loT securing access to all the
entrances, throw away the keys and making a huge saving in managing and issuing the keys!

2. Access control of all entrances with individual or group access rights in terms of time and
door access!

3. All-in-one video surveillance, access control and time clock for main and all doors!
4. Support legacy RFID cards, no need to reissue the cards!

5. Offers POE and power to the strikes using just the Cat5/6 cable, saving all the costs of
cables and cabling!

6. Wiegand out allows integration back to any traditional control panel.
7. Online maintenance saving expensive manpower and on-site visits!

8. Double up as a time clock for workforce management for free!

Our SOAP based API/SDK allows integration to Oracle, SQL, SAP, Azure SQL etc, please
check below link:

http://www.jakinid.com/supportkb/knowledgebase.php?category=24

2.4. Introduction Videos

Unlike Traditional access control products, our devices are loTs connecting directly to the
internet and can work online and off-line so that no one gets stuck behind the door:

Meanwhile, please view our ACTA loT device and the private cloud software AMS video in
the below links:

Jakin ID Unified Edge loT Solution: Smart Security & Energy Management

https://www.youtube.com/watch?v={Ypp7yAKFc4

Enhancing Safety & EHS with Jakin loT Solutions

https://www.youtube.com/watch?v=bB0Rz oiygE

2.5. IP Intercom

The 10T can also has IP intercom as an option talking to SIP client software or apps on your
PC or mobile phone. (Please refer to Appendix J for more information.)

2.6. Car parks, turnstiles, gates and perimeter control

The loTs can be used to control all the vehicles entry to car parks, turnstiles, gates, and
perimeters

www.jakinid.com 10
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2.7. Visitor Management

All visitors can be issued with temporary credential with pre-determined hours or access and
other access rights by RFID cards, biometrics or PIN.

2.8. ACTA4 Model number

Model Number Description

Embedded SSL-Web Server with PIN / Camera / Smart card

AL e e e Fingerprint / Sample unit starting from 1,000 users

Table 1.ACTA4 Model Number

2.8.1. Legend

Model Meaning
10k (smartcard, camera, fingerprint) Embedded SSL-Web Server up to 10,000 users
20k Embedded SSL-Web Server up to 20,000 users
50k (max. users of fingerprint only) Embedded SSL-Web Server up to 50,000 users

100k (max. users of smartcard only) Embedded SSL-Web Server up to 100,000 users

Option Meaning

P Pin Model
C Built-in Video /Camera Model /Facial model
Smart Card Model (M: MiFare 4bytes , E:EM , Hp:HID
S (M/E/Hp/Hi/STa/ EXBC) proximity, Hi:HID iClass, STA:MiFare 4 & 7 bytes cards,HID
iClass(CSN), Singapore CEPAS,Sony Felica,,EXBC:barcode )
FA Facial model
FLI Fingerprint Model
FA/FLI-S Facial / Fingerprint + Smartcard Model
SAM Sample Unit
W4 Built-in WiFi/4G module (optional)
ICOM Built-in SIP intercom (optional)
P Built-in PoE module (optional)
a All-key enable available for MiFare or HID iClass .e.g.Ma or Hia to
support to read 3 party’s smart card.

Note: The device’s built-in 26bit Wiegand Output is on demand basis .

Table 2.Legend

www.jakinid.com
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2.8.2. EXAMPLE

Pin + Camera Model (up to 1,000 users)

AT-1k-PC
AT-3k-SM Smartcard Model (ACTAtek Mifare) (up to 3,000 users)
AT-3k-STA-C Smartcard model (MiFare 4&7 bytes,HID iClass,CEPAS,Felica) +

Camera (up to 3,000 users)

Facial model +Smartcard model(Open MiFare 4 bytes)+Camera(up to

AT-1K-FA-FSMa 1,000 users)

Fingerprint Model (FLI)+ Smartcard Model (Open Mifare) + Camera

AT-1k-FSMa-C (up to 1,000 users)

Fingerprint Model (FLI)+ Smartcard Model (HID prox.) + Camera
AT-1k-FLI-SHp-C-P +PoE
(up to 1,000 users)

Table 3.Example

2.9. Standard Fingerprint / Smart Card/Facial Models:

Facial/ Facial
Fingerprint + ONLY
Smart Card

Seven-Finger Enrollment Vv - Vv

Smartcard
ONLY

Features Fingerprint ONLY

Built-in Smart Card - Vv Vv
Reader

Built-in Web and Vv
Database Server

Built-in IP Video Camera Optional Optional Vv Vv

Static IP Address Vv
Assignment

Support existing DHCP Vv
server

Operating Temperature -20C-60C
Nand Flash Memory 4GB/8GB

1K users(default) to 100,000(maximum, depending on the model, on-request

Maximum Users only)

Up to 20,000 users Up to
Up to 20,000 users - 50,000
users

Maximum Auto-Match
Users (1:N)

Maximum event logs

Siored 10K(default) to 1,000K (maximum)

Maximum Photos

stored 3,500 (maximum)

iOs / Windows 10 or above/

Computers Supported Unix / Linux Machines / Android

www.jakinid.com
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Support ODBC / JDBC
Encryption SSL/TLS 1.3
Multilingual Support Vv
Programming API SOAP/REST
Reporting Vv
SNMP(optional) v
Product Weight / Gross

Weight with power 4329/1.5kg

supply & packaging

Replaceable Modules

CPU / Fingerprint / Smartcard / Keypad/CAMERA/WiFi/4G/PoE

External I/O board
support

\/

LCD Module

Color screen

Product Dimension

175 x 81 x 41 (mm)

Weatherproof Casing

vV

RS-232 /Door strike#1/Door switch/alarm/bell/

S RS-485(shared wiegand output)/12VDC output

Wiegand Output V]

(standard 26bit)

Network Interface 1,000 BaseT Ethernet (Built-in) / WIF! IEEE 802.11 a/b/g/n/ac, with 2.4G/5G
(optional)

Safety Standard CE. FCC. SASO

Case IP65fluid-ingress, dust, salt,

fog, protection,IK10

Table 4.Standard Fingerprint and Smartcard Models

2.10. Warranty:

Please fill in the Warranty Card once you received the units. For the warranty to be valid,
Warranty Card can be mailed or e-mailed or registered at our support website after you
received your ACTA4. You can also join our extended warranty program after the initial 12
months manufacturer warranty expired. Please consult your sales agent for details on
ongoing maintenance and warranty for your units.

Please keep the left portion of the card for your reference, and mail the right portion to the
office you purchased the unit from.

Checklist

Please check that your ACTA4™ comes with the following, if anything is missing, please

contact your dealer or us at support@actatek.com . >
«  ACTA4 Unit > “} F
LI - |

« Quick Installation Guide R

» Straight Network Cable [for connection to network (hub/switch)]
« A 12V DC Switching Power Supply (Input: 100 - 240 VAC 50/60) Hz)

www.jakinid.com
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* Power Cord [according to Country Specification]

2.11. Setup Requirements

You can use any web-browser on any PC or Smart Phones. The ACTA4 devices are platform
independent.

2.11.1. Operating System (For access via Corporate
Network)

»  Windows 10 or above version

» Linux Machines

» Unix Machine

+ iOS

« Android

2.11.2. Network Interface

« 1,000 BaseT Ethernet (built-in)

RJ45 Cabling for Network Connectivity.

«  WIFI: IEEE 802.11 a/b/g/n/ac, with 2.4G/5G (Please refer to Appendix K &L for more
information about ACTA4 WiFi setup. )

« Straight Network Cable (White/Blue cable, to connect to your corporate network via Switch)

» Crossover Network Cable (Black cable, to connect directly to your PC/laptop)

2.11.3. Power Requirements

« A 12V DC switching power supply (provided), please do not substitute our power supply
from another one

« Each 12V power supply can only support ONE ACTAA4, failing to do so will void the
warranty.

www.jakinid.com
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Chapter 3. ACTA4 Structure and
Connections

3.1. ACTA4™ Internal Structure and Connections

B i
i it
| G | 1'[

i |
ACTAA4 back panel

(Temsen/

JP18 DC out 1 oara)

AY GND

J3 Alarm

J6 Door Bell

(RS485/
= JP17 RS232 P8 Wiegand Output)
J4 Door Switch a0 .

J2 Door Strike

P4 COM port

www.jakinid.com
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3.2. Connection Details:

3.2. 1. JP18
» Reserved for DC output to ACTAtek IO board /ACTAtek Temsen

3.2.2. JP20 (* for the old ACTAtek CMOS model supports only)

« Used for analog video output. The video output cable can be connected to any DVR /or
monitors with input via BNC connector.

3.23. J3

» Used for alarm purpose, when the case of the unit is open, the alarm will be triggered.
When it is triggered, the two pins will be short circuit.

3.24. J4

» Used as door switch1.

3.2.5. JP17

» Used for debug or connecting external 10 board.

3.2. 6. JP19
» Support 26bit Wiegand output / RS485 (shared)

3.2.7. J6

«  Working as a doorbell. If doorbell key on the front panel is pressed, the two pins will be
short circuit.

3.28. P4

» Reserved to connect to the external barcode or magnetic strip reader.

3.29. J2

» Used for door strike. NO (normal open) is open circuit normally, and will be short circuit
when door is open. NC (normal close) is short circuit normally, and will be open circuit
when door is open.

www.jakinid.com
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Chapter 4. FingerPrint Notes

4.1. Introduction

ACTA4 ™ yses latest Optical Scanning technology with its own algorithms and matching
calculations, a step above other sensors in the market.

It must be emphasized that to get an accurate enroliment and quick authentication each time
a fingerprint is presented, the fingerprint placement must be towards the center of the scanner.
Placing your finger far from the center position of the sensor will increase the rejection rate.

Finger Rotation should be kept to a minimum during enroliment and verification.

When enrolling, place the finger on the sensor where the entire core can clearly be seen by
the scanner.

A good image is critical for the overall performance of the fingerprint scanner. Any deviation
from a good image, either by placing the finger far away from the scanner, or by applying too
much pressure or not locating it in the CENTER of the scanner, will cause the scanner’s
rejection rate to rise. Read below on how to get a good image for your enroliment
/authentication.

4.2. Technical Information
Image Resolution: 500DPI
False Rejection Rate (FRR): 0.01%
False Acceptance Rate (FAR): 0.0001%
Allowable Fingerprint Rotation: +/-15degree
Operation Temperature: -25 to +65 Degrees Celsius
Number of minutiae being taken: 30 to 60 depending on user
Matching Speed: 0.05 second
Scanning Speed: 1.50 second

Table 5.Technical Information

www.jakinid.com
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4.3. Good Image vs Bad Image

A good fingerprint image is one in which the core of the fingerprint is well-defined and easily
recognizable. The core of a finger is defined as the “point located within the inner most
recurring ridge”, it is normally located in the MIDDLE of the fingerprint. It is therefore critical
when enrolling that you place the finger on the scanner where the entire core can clearly be
seen.

An example of a good & bad image is displayed as follows:

Good Image: The whole fingerprint Bad Image: An image where the crackles &
core can be seen clearly. displacement of the fingerprint core makes
it unrecognizable.

www.jakinid.com
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4.4. Fingerprint Enrollment & Authentication

In order to receive a successful enrollment and authentication, it is critical that the following
should be noted carefully. Each successful enrollment will result in a successful
authentication and save a lot of time in troubleshooting and erroneous readings.

Fingerprint Core.

500dpi optical Fingerprint scanner

It is highly recommended for the fingerprint core to be big and clear for a successful
enrollment of a clear and good image.

Make sure the fingerprint image captured is of the core of the finger presented. A fingerprint
core is a point located within the innermost recurring ridge of any given finger.

Also, to obtain a higher success rate, it was recommended to enroll the same finger 3 times in
a slightly adjusted angle, one to the center, one inclined slightly to the left and the third
inclined slightly to the right.

If you follow the following enrollment procedure, the success rate will increase dramatically.

www.jakinid.com
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4.5. Fingerprint Enrollment:

Step 1: Place the center of any one finger directly above the sensor right in the center, as
shown below:

Step 2: Place the center of the same finger (enrolled in Step 1), slightly aligned to the left.

Step 3: Place the center of the same finger, slightly aligned to the right.

After each placement, wait for the message “Please Remove Finger” on the LCD screen to
appear, and then remove your finger and then continue to enroll the second and the third
finger(s).The third time will take a little longer due to the device was converting the captured
image into an encrypted data.

Once done the FP enrollment, please access the device few times to verify the successful
enrollment

If you have any questions regarding the above FingerPrint enroliment procedure, you can
e-mail us at support@actatek.com or check with the sales agent.
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Chapter 5. ACTAA4 Introduction

5.1. ACTA4 Introduction

To begin operation of your ACTA4™, you must make sure it is connected to a 12V DC Power
supply with the network cable securely attached to the port. Once your unit is powered up, the
following screen should appear, the ACTAtek logo, the system clock, the Trigger should
appear in the right corner, and the date/day of the system in the up and right corner. On the
next page, the keypad will be described as to how to access the unit for all the functionalities.

ACTAtek Terminal GUI (standby mode) & Touch keypad

QR & Facial Recognition, Picture & Video Streaming

| B w o Intercom Speaker
Company Log
Network

Status Icon : - Selectable 12/24 Hours Display

Online *|  [Tue26Nov, 2024 Display Full Date
AUTO Event/Trigger Name

acta Visual Indicators: Green/Red LED
ToF Distance Sensor

LAN/WiFi/ Event Triggers key

4G/ 5G Admin Login
Offline Intercom/Delete
Back/Home
Door Bell
RFID Card Enter Key
Reading Left & Right

Area Scroll to select

Microphone (mic)
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5.2. LCD Module

The Standby Screen displayed when the ACTA4™ is powered up as shown below. It has
basic information such as the company logo, time, trigger type, date and day displayed when
the system is idle and is not currently in use.

Company Log
Selectable 12/24 Hours Display

Network Status Icon

Event/Trigger Name
Display Full Date

actatek

5.3. Keypad Module

The keypad module, displayed below, has various menu options and alpha-numeric keys,
below is a brief description of the keypad.

actatek
Shortcut Keys for
Event Triggers
Admin Log IN
T9 with A/B/C keys / Intercom

Back/Home
Door Bell

Left Scroll to Right Scroll to Enter Key

select Event select Event

Triggers Triggers
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5.4. Fingerprint Scanner Module

The biometric fingerprint module uses optical scanner technology with a 500 dpi resolution
and it can be accessed either with a 1:1 authentication (ID match) or 1:N authentication.(Auto-
Match)

Note: The 1:N authentication(Auto-Match), although convenient, has its limitation in the
maximum number of users.

With any database, the more users in the system, the slower the authentication & verification
time of the unit since the system has to check its entire database for that 1 specific fingerprint
for authentication. It is therefore highly recommended for users to key in their ID, and then
presents their fingerprint for a much quicker & accurate verification process.

The steps for a successful enrollment have been discussed earlier in the Fingerprint Notes
section, for more information on the scanner and its technology; please refer to Chapter 4 on
Fingerprint Notes.
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Chapter 6.  System Configuration

6.1. Login
Login to the ACTA4 ™ Admin System

There are two ways for a Super Administrator to log in to the ACTA4 system, one is by
fingerprint, and the other is by password.

Logging in via Password:

» Press the [Admin Login] menu button on the keypad of your ACTA4 unit.

« The system will prompt for the Admin ID. Please enter the default one: A999,
« Press Enter / Return

« The system will prompt for the Password. (Default: 1)

« Press Enter / Return, and you will see the Administration Menu.

Logging in via Fingerprint:

» Press the [Admin Login] menu button on the keypad of your ACTA4 unit.
» The system will prompt for the Admin ID. Please enter the default one: A999,

« Place your enrolled finger on the scanner. (Note: Make sure you had enrolled Admin’s
finger before.)

» Once successfully enrolled, you will see the Administration Menu.

Admin ID: Enter Password:

» Once logged into the system, a number of different actions can be performed, ranging
from:

» Adding New Users via Face/ Fingerprint/Password/Smart Card.

« Managing Users by Activating/Deactivating/Deleting Users from the system.

» Configuration of Fingerprint Options, such as Auto Match and Fingerprint Capture.

» Configuration of the Date & Time of the system.

« Managing the network settings, including IP assignment, Subnet Mask, DNS, and so on.
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« Resetting the system and other miscellaneous terminal settings can also be done.

Each of these steps will be discussed in detail in the following sections, starting from Adding a
new user to Exiting from the system.

Changqing the Default ID & Password:

The first thing to do with the unit is to change the Administrator ID & password, to do so:

1. Log in to the web interface using a web browser. (Make sure the ACTA4™ is connected to
the network). The device’s default IP address is http://192.168.1.100/

2. Default Admin ID: A999, Default Password: 1, Super Administrator, and click OK
3. Go to “View User List”, click on the ID “A999”.

4. Enter the new Administrator ID, and Password, and click “Modify”. (The name and other
details can also be changed here either now or later)
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6.2. Add User

6.2.1. Adding A New User via Face

« After successfully entering the Administrator Menu, select the first icon on the top left of
the screen, which is for Adding A New User.

Add User

Face
Fingerprint Enter ID:
Smartcard
Password
Return

Press Enter/Return

Press Previous/Next until “Face” is Highlighted

Press Enter/Return

Enter the ID for the new user, e.g. ABO1 (minimum 3 characters)
Press Enter/Return

e o o o o

Capture your Face User Added
Picture

Please press ENTER

« After successfully captured your face picture, the message “User Added” will be displayed.
® Press Enter/Return to add another user, or Press the Menu button to go back to the
Administrator Menu Screen, or press Back twice to exit from the system.

6.2.2. Adding A New User via Fingerprint

» After successfully entering the Administrator Menu, select the first icon on the top left of
the screen, which is for Adding A New User.

Add User

Face
Fingerprint Enter ID:
Smartcard
Password
Return

« Press Enter/Return
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» Press Previous/Next until “Fingerprint” is Highlighted

» Press Enter/Return

» Enter the ID for the new user, e.g. ABO1 (minimum 3 characters)
» Press Enter/Return

. X Please Remove
Finger 1/3 Finger

Finger 2/3
Wait for Finger Wait for Finger

- 3 Fingerprint Templates (default) will be requested, 3 images of 1 finger must be enrolled.
« After each successful enroliment, the “Please Remove Finger” message will be displayed,
« Enroll the second and third fingerprints by placing the finger on the sensor, and allow it to

process.
Complete
y Finger 313 User Aut . tch Added
; ; ser Automatc| e
E:ﬁ;zre Remove Wait for Finger Please press ENTER

e After successful enrollment of the third fingerprint, the message “User Automatch Added”
will be displayed.

® Press Enter/Return to add another user, or Press the Menu button to go back to the
Administrator Menu Screen, or press Back twice to exit from the system.

Note: The User’s Auto-Match will automatically enable after FinerPrint enroliment
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6.2.3. Adding A New User via Smart Card

« After successfully entering the Administrator Menu, select the first icon on the top left of

the screen, which is for Adding A New User.

Add User

= Add user
_race Copy to Smartcard
Fingerprint
Move to Smartcard
Smartcard .
Copy to Terminal
Password
Delete Smartcard
Return

Press ‘Enter/Return’

Press ‘Previous/Next’ until “Smart Card” is Highlighted

Press ‘Enter/Return’

Use the ‘Previous/Next’ buttons to highlight “New User”.

Press ‘Enter/Return’

Enter the ID for the new user, e.g. 611 (minimum 3 characters)
Press ‘Enter/Return’

e o o o o o o

Add User (Smartcard)

Enter ID: l
Success

» Place the smart card over the bottom of the front case area.

» If successful, the write progress will be completed and “Success” will be displayed.
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6.2.4. Deleting A Smart card user

« After successfully entering the Administrator Menu, select the first icon on the top left of
the screen, which is for Adding A New User.

Add User
Face Add user
Fingerprint Copy to Smartcard
Smartcard Move to Smartcard
Password Copy to Terminal
Return Delete Smartcard
» Press ‘Enter/Return’
» Press ‘Previous/Next’ until “Smart Card” is Highlighted
» Press ‘Enter/Return’
» Use the ‘Previous/Next’ buttons to highlight “Delete Smartcard”.
\/
Success

Wait for Smartcard

» Place the smart card over the scanner.
» If successful, the delete progress will be completed and “Success” will be displayed. The

card will then be available for use for another user.
Note:

--For FLI model, it would be required to have Mifare 4K card to be able to Copy/Remove
user’s FingerPrint data to the card
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6.2.5. Adding A New User via Password

« After successfully entering the Administrator Menu, select the first icon on the top left of
the screen, which is for adding a New User.
« Press Enter/Return

Add User
Face
Fingerprint Enter ID:

Smartcard | |

Password
Return

Press Previous/Next until “Password” is Highlighted

Press Enter/Return
Enter the ID for the new user, e.g. ABO3 (minimum 3 characters)

Press Enter/Return

e o o o

\/

Success

EnterPassword:

Enter a unique password for the new user, e.g. 234

Press Enter/Return

Once addition is completed, the “Success!” message will be displayed.

Press Enter/Return to add another user, or Press the Menu button to go back to the
Administrator Menu Screen, or press Back twice to exit from the system.

e o o o
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6.3. Error Messages

Beware Of..

|
Bad Quality!

A “Bad Quality” warning will be displayed if the fingerprint enrolled is not of acceptable quality
by the system.

The reasons for the message could be manifold, either due to too little pressure on the sensor,
or too much pressure on the sensor, both of which could result in an inaccurate reading of the
fingerprint captured.

Another reason could be the placement of the finger is not correct, or the finger you are
enrolling does not have a good fingerprint core to capture a good image. It is recommended
that you do not use the pinky finger for registration and use either one of the other 4 fingers.

Add User Add User (Smartcard)

v v N
User Exists! User Exists! User Exists!
Add Password? Add Smartcard? Add Fingerprint?

A “User Exist” warning will be displayed if you add the same ID that previously exists in the
unit.

To avoid running into this problem, please make sure that all user ID’s assigned are unique
and that they are not randomly assigned.

Also, to overwrite users, you can press Enter/Return or press Back to cease any overwrite,

and re-enter a unique user ID.
A999 cannot be used as a new ID since it is the default system administrator ID.
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1. No User Record
This message will be displayed when and if the user provides invalid login information,
such as invalid ID, password, fingerprint or smart card.

2. Unauthorized

This message will be displayed when the user tries to login during an unauthorized time
period. (For information about access groups and time settings, please refer to Access Group
chapter.). In addition, if users do not have access to a particular terminal, and they try to
access it, they will receive the “Unauthorized” message.
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6.4. User Management

6.4.1. User Management — Activating A User

« After enrolling a few users into the system, you can manage them with the User
Management option under the Administrator Menu.

» Select the second icon on the top left of the screen, which is for User Management.

- To activate a user, press the Previous or Next buttons until “Activate User” has been

highlighted.

Press Enter/Return

Enter the User ID for activation, e.g. 123

Press Enter/Return

If the user exists, and is successfully activated, the above screen will be displayed.

Press Enter/Return to activate another user, or Press the Menu button to go back to the

Administrator Menu Screen, or press Back twice to exit from the system.

e o o o o

Activate User

Delete User Activate ID: v
Deactivate User 123, Success
View Log
Capture FP

Note: After enrolling new users (FingerPrint / Smart Card or Password), all new users were
activated already. It will not be required to activate all new users again.

6.4.2. User Management — Deactivating A User

» After enrolling a few users into the system, you can manage them with the User
Management option under the Administrator Menu.

Select the second icon on the top left of the screen, which is for User Management.

To deactivate a user, Press the Previous or Next buttons until “Deactivate User” has been
highlighted.

Press Enter/Return

Enter the User ID for deactivation, e.g. 123

Press Enter/Return

3

3

3

3

Deactivate

Activate User

Delete User Deactivate ID: v
Deactivate User 123, e, Success
View Log
Capture FP

» If the user exists, and is successfully deactivated, the above screen will be displayed.
» Press Enter/Return to deactivate another user, or Press the Menu button to go back to the
Administrator Menu Screen, or press Back twice to exit from the system.
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6.4.3. User Management — Deleting A User

« After enrolling users into the system, you can manage them with the User Management
option under the Administrator Menu.

« Select the second icon on the top left of the screen, which is for User Management.

« To Delete a user, press the Previous or Next button until “Delete User’ has been
highlighted.

« Press Enter/Return

« Enter the User ID for deleting

» Press Enter/Return

Delete

Activate User

Delete User Delete ID: v
DeaCtivate User ....................... Success
View Log
Capture FP

- If the user exists, and is successfully deleted, the above screen will be displayed .Press
Enter/Return to delete another user, or Press the Menu button to go back to the
Administrator Menu Screen, or press Back twice to exit from the system.”

*WARNING: Deleting a user will remove ALL of his/her information from the system,
including access logs, and personal details. Please make sure that you have backed up
the information before making any changes to the user list, just so you have something to
roll back fto.
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6.5. Auto Match

Auto Match — Enable/Disable

After enrolling users into the system via FingerPrint. Auto Match may be enabled for individual
users. The primary function of Auto Match is to allow users to access the system without
inputting their ID first. All they need to do to gain access is to place their fingers on the
scanner and let the ACTA4™ do the rest. Verification is quicker if few people are enrolled into
the system, and if few people are allowed to use the Auto Match feature. It is highly
recommended that Auto match be limited in use and if used for all users, it should be
understood that the verification time will be longer than if you input your ID and then
FingerPrint Authentication methods are discussed in earlier sections.

6.5.1. To Enable Auto Match

Select the third icon on the top left of the screen, which is for Auto Match
Press ‘Enter/Return’ once “Auto Match” is highlighted.

Automatch Enter ID: ol
Group Automatch | | o Automatch Enabled
Return

Enter the ID of the user for whom Auto match/Group Auto match is being enabled, e.g.
123.

Press ‘Enter/Return’.

If the user exists in the system, and their Auto Match function was not previously enabled,
the message “Automatch Enabled!” will be displayed.

Press ‘Enter/Return’ to enable Auto Match for another user, or Press the ‘Menu’ button to
go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the system.
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6.5.2. To Disable Auto Match

» Select the third icon on the top left of the screen, which is for Auto Match
« Press ‘Enter/Return’ once “Auto Match” is highlighted.

Automatch Enter ID: ol
Group Automatch | | Automatch Disabled
Return

« Enter the ID of the user for whom Auto Match /Group Auto Match is being disabled, e.g.
1283.

» Press ‘Enter/Return’.

» If the user exists in the system, and has previously enabled their Auto Match function, the
message “Automatch Disabled!” will be displayed.

« Press ‘Enter/Return’ to disable Auto Match for another user, or Press the ‘Menu’ button to
go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the system.
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6.6. Date & Time

Date & Time Function

ACTA4™ can be used as both an Access Control system, as well as a Time Attendance
System. For this reason, it is critical to set the correct date & time function, so that the unit
works and records the correct time of the attendance data for payroll or other HR purposes.
This part shows how to make changes to the Date & Time function directly at the unit.

6.6.1. To Modify the Date Settings

Select the icon on the top right of the screen, which is for Date & Time Settings.

Press ‘Enter/Return’ once “Date & Time” is highlighted.

Press the ‘Previous and Next Button’(s) until the “Adjust Date” option is highlighted.

Press ‘Enter/Return’

This shows the Current Date of the System, and you can enter the New Date to modify it
in YYYY/MM/DD format.

Press ‘Enter/Return’ to Save, if successful, the below screen with the message “Date
Adjusted” will appear.

Adjust Date Current:  2010/05/19 v
Adjust Time New: 2010/05/19 Date Adjusted
Return (YYYY/MM/DD)

Press ‘Enter/Return’ to modify the Time or other settings, or Press the ‘Menu’ button to go
back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the system.
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6.6.2. To Modify the Time Settings

Select the icon on the top right of the screen, which is for Date & Time Settings.

Press ‘Enter/Return once “Date & Time” is highlighted.

Press the ‘Previous and Next Button’(s) until the “Adjust Time” option is highlighted.

Press ‘Enter/Return’

This shows the Current Time of the System, and you can enter the New Time to modify it
in HH:MM:SS format.

» Press ‘Enter/Return’ to Save, if successful, the below screen with the message “Time
Adjusted” will appear.

Adjust Date Current:  15:46:50 . v A
Adjust Time New: 16:00:00 Time Adjusted
Return (HH:MM:SS)

« Press ‘Enter/Return’ to modify other settings in the Date & Time Menu option, or Press the
‘Menu’ button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit
from the system.

6.7. IP Settings

IP Settings Function

ACTA4™ is a web-based system, and works similarly as a network appliance. Having say
that, it has its own IP Address assignment, either by using Dynamic or Static Assignment.
This will allow the administrator to access the device Web Ul via any browsers such as
Internet Explorer, Firefox, or Chrome etc. without much hassle, as long as it is in the same
network as the corporate LAN (Local Area Network) or set the device’s IP address to access
from Internet. Below are the basic steps on how the IP Address for the ACTA4™ unit can be
modified, so as to enable communication from the browsers.
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6.7.1. IP Address Configuration

Select the icon on the bottom left of the screen, which is for IP Settings.

Press ‘Enter/Return’ once IP Settings is highlighted.

Press the ‘Previous/Next’ buttons to highlight “IP Address”, press ‘Enter/Return’.

Once selected, the Current IP Address will be displayed, and the new modification can
take place.

Enter the New IP Address and Press ‘Enter/Return’.

If successful, a “Success” message will be displayed.

e o o o

DHCP (OFF)

Subnet Mask Current: 192.168.1.100 v

P Address New:  192.168.1.200 Success
Gateway
DNS P

» Press ‘Enter/Return’ to modify other settings in the IP Settings option, or Press the ‘Menu’
button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the
system.

Note: For “Scan WIFI QR Code” setting, please refer to ‘Appendix L’ about ACTA4 WiFi
setup for more information.

6.7.2. Default Gateway Configuration

Select the icon on the bottom left of the screen, which is for IP Settings.
Use the ‘Previous / Next’ button until the “Gateway” option is highlighted
Press ‘Enter/Return’

The Current Default Gateway address will be displayed

The New Default Gateway Address can be entered here.

Once entered, press ‘Enter/Return’.

If successful, a “Success” message will be displayed.

e o o o o o o

DHCP (OFF)

Subnet Mask Current: 192.168.1.1 v

[P Address New:  192.168.1.1 Success
Gateway
DNS P

» Press ‘Enter/Return’ to modify other settings in the IP Settings option, or Press the ‘Menu’
button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the
system.
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6.7.3. DNS IP Configuration

Select the icon on the bottom left of the screen, which is for IP Settings.
Use the Previous / Next button until the DNS IP* option is highlighted.
Press Enter/Return

The Current “DNS IP” address will be displayed

The New DNS IP Address can be entered here.

Once entered, press ‘Enter/Return’.

If successful, a “Success” message will be displayed.

e o o o o o o

DHCP (OFF)

Subnet Mask Current: 192.168.1.1 v

IP Address New: 192.168.1.1 Success
Gateway
DNS TP

» Press ‘Enter/Return’ to modify other settings in the IP Settings option, or Press the ‘Menu’
button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the
system.

*Note: DNS IP is used to resolve Domain Names to IP Address and vice versa.

6.7.4. Subnet Mask Configuration

Select the icon on the bottom left of the screen, which is for IP Settings.
Use the Previous / Next button until the Subnet Mask option is highlighted.
Press Enter/Return

The Current “Subnet Mask” address will be displayed

The New Subnet Mask Address can be entered here.

Once entered, press ‘Enter/Return’.

If successful, a “Success” message will be displayed .

e o o o o o o

DHCP (OFF)
Subnet Mask Current: 255.255.255.0 v
IP Address New:  255.255.255.0 Success
Gateway
DNS IP

» Press ‘Enter/Return’ to modify other settings in the IP Settings option, or Press the ‘Menu’
button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the
system.
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6.7.5. DHCP IP Configuration

DHCP Configuration allows for IP Addresses to be dynamically assigned, and match with that
of the corporate LAN settings. With this option, the IP Settings do not have to be statically
assigned and the process can be simplified. Below are the steps for enabling or disabling the
settings.

6.7.5.1. To Enable DHCP:

» Select the icon on the bottom left of the screen, which is for IP Settings.
« Use the ‘Previous / Next’ button until the “DHCP” option is highlighted.

DHCP (OFF) DHCP (ON)
Subnet Mask \/ Subnet Mask
IP Address DHCP Enabled P Address
Gateway Gateway
DNS IP DNS IP

« Press ‘Enter/Return’.

« The Current status of the DHCP will be displayed, if it is “DHCP (OFF)”, it will be enabled.

If successful, a “DHCP Enabled” message will be displayed.

» Press ‘Enter/Return’ to modify other settings in the IP Settings option, or Press the ‘Menu’
button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the
system.

6.7.5.2. To Disable DHCP:

« Select the icon on the bottom left of the screen, which is for IP Settings.
» Use the ‘Previous / Next’ button until the “DHCP” option is highlighted.
« Press ‘Enter/Return’.

DHCP (ON) DHCP (OFF)
Subnet Mask y Subnet Mask
IP Address DHCP Disabled IP Address
Gateway Gateway
DNS P DNS P

» The Current status of the DHCP will be displayed, if it is “DHCP (ON)”, it will be disabled.

If successful, a “DHCP Disabled” message will be displayed.

» Press ‘Enter/Return’ to modify other settings in the IP Settings option, or Press the ‘Menu’
button to go back to the Administrator Menu Screen, or press ‘Back’ twice to exit from the
system.
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6.8. Terminal Settings

6.8.1. Terminal Settings Function

The terminal settings feature allows users to set the ACTA4™ in a multi-user environment.
Moreover, the Terminal Settings option can allow users to set the Security Level from High to
Low, with High Fingerprint Security allowing for maximum minutiae to be accounted for during
authentication. The Low settings take the minimum number of minutiae into accounting for the
lowest security level. The settings can be modified for companies who are using the system
primarily for Time Attendance purposes or even for those users whose fingerprint are difficult
to read.

Note:

®  For “Master/Client setup” setting, please refer to Appendix | for more information.

® For “FACE CAPTURE?” setting, it is reserved for the troubleshooting of User Facial
recognition.

6.8.1.1.  Fingerprint Security Level Settings

Select the second icon on the bottom left of the screen, which is for Terminal Settings.
Use the Previous / Next button until “FP Quality” is highlighted.
Press Enter/Return

3

3

3

FP Quality
No. of FP Sample HIGH (ON)
Restrict IP (OFF) NORMAL
Unlock Door LOW
Reboot Retum

» The three options to select from include: High, Normal or Low. Each of which will give you
the following display messages:

\/ \/ \/
Quality High Quality Normal Quality Low

» Press Enter/Return to modify other settings in the Terminal Settings option, or Press the
Menu button to go back to the Administrator Menu Screen, or press Back twice to exit from
the system.
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6.8.2. No. of FP Sample

» Select the second icon on the bottom left of the screen, which is for Terminal Settings.
« Use the Previous / Next button until “No. of FP Sample” is highlighted.
« Press Enter/Return

FP Quality
No. of FP Sample v
Restrict IP (OFF) NORMAL:3(ON) FP Sample:3
Unlock Door Retum
Reboot

» The three options to select from include: Normal:3 (default). Once selected, the system will
take that number of FP templates during enrolliment of new users.

« Select one and press 'Enter/Return’ to save settings.

» Press Enter/Return to modify other settings in the Terminal Settings option, or Press the
Menu button to go back to the Administrator Menu Screen, or press Back twice to exit from
the system.

6.8.3. Unlock Door

» Select the second icon on the bottom left of the screen, which is for Terminal Settings.
« Use the Previous / Next button until “Unlock Door” is highlighted.
» Press Enter/Return to unlock the door.

FP Quality
No. of FP Sample v
Restrict IP (OFF) Door Opened
Unlock Door
Reboot

» Press Enter/Return to modify other settings in the Terminal Settings option, or Press the
Menu button to go back to the Administrator Menu Screen, or press Back twice to exit from
the system.
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6.8.4. Enable/Disable Face Spoof

« Use the Previous / Next button until “Enable/Disable Face Spoof” is highlighted.
« Press Enter/Return to enable or disable Face anti-spoof function.

Note:More [Anti-spoofing] methods can be selected from the device’s [Terminal
Setup] webpage.

6.8.5. System Reboot

Select the second icon on the bottom left of the screen, which is for Terminal Settings.
Use the Previous / Next button until “Reboot” is highlighted.
Press Enter/Return to reboot the unit.

FP Quality
No. of FP Sample
Restrict IP (OFF)

Unlock Door

Reboot

6.9. Reset

Reset Setting Function

Resetting the User Database and Event Log can be done from the unit directly. This is
essential if for some reason the company would like to remove all data from the system
completely. However, it is highly recommended to make a backup of the entire database
before the system has been reset.
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6.9.1. Resetting the Event Log

« Select the third icon on the bottom left of the screen, which is for Reset Setting.
« Use the Previous or Next button until “Event Logs” is selected
« Press Enter/Return

Reset Event Log

Reset Database \/ S
Factory Deafult Reset Event Log! Event Log Reset!
Reset Web Port OK?

Retum

« If successful, a “Event Log Reset!” message will be displayed.

« Press Enter/Return to modify other settings in the Reset Setting option, or Press the Menu
button to go back to the Administrator Menu Screen, or press Back twice to exit from the
system.

6.9.2. Resetting the User Database

Select the third icon on the bottom left of the screen, which is for Reset System.
Use the Previous or Next button until “Reset Database” is selected
Press Enter/Return

3

3

Reset Event Log

Reset Database y \
Factory Deafult Reset Database! Database Reset!
Reset Web Port 0OK?

Return

« If successful, a “Database Reset!” message will be displayed.

» Press Enter/Return to modify other settings in the Reset Setting option, or Press the Menu
button to go back to the Administrator Menu Screen, or press Back twice to exit from the
system.

www.jakinid.com

45



Jakin I}

6.9.3. Factory Default

Select the third icon on the bottom left of the screen, which is for Reset System.

Use the Previous or Next button until “Factory Default” is selected.

Press Enter/Return

A message “System Reset!” will be displayed once the system has been successfully reset
and rebooting.

e o o o

Reset Event Log

Reset Database \/ v
Factory Deafult Factory Default! System Reset!
Reset Web Port OK?

Retum

6.9.4. Web Port

Select the third icon on the bottom left of the screen, which is for Reset System.

Use the Previous or Next button until “Reset Web Port” is selected.

Press Enter/Return

A message “Web Port Reset!” will be displayed once the system has been successfully
reset.

e o o o

Reset Event Log

Reset Database \/ N
Factory Deafult Reset Web Port! Web Port Reset!
Reset Web Port OK?
Retum
6.10. EXxit

Exit Function

Once all your settings have been completed, you can either exit the system using the Back
button on the keypad or by using the Exit option in the Administration Menu.

» Select the icon on the bottom right of the screen, which is to Exit from the Admin Menu.
» Press Enter/Return, and the Standby Mode will be displayed.
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Chapter 7. Web Administration

Introduction

ACTA4™ is using TCP/IP network protocol with its embedded web server technology, which
allows the administrator to have remote access via any standard web browser, e.g. Internet
Explorer or Firefox. We will use Internet Explorer as our demonstrative guide; it works the
same way for Firefox or any other standard web browser e.g. Chrome/Safari.

™ - : B t+~l
ACTA4™ permits for 4 access levels: “‘ AT“'L‘-E !‘f{\

« Personal User

« User Administrator Sl _
Login Password =

» Network Administrator i | T =
ini Personal User
+ Super Administrator e
MNetwork Administrator
| Super A tratar |
Login Mode : Standard | Secure
Personal User

The personal user login only allows for users to check their attendance records, and view
their reports. No changes or modification is admissible through this configuration option. This
is for employees who wish to check their attendance records or other reports generated by
the system.

User Administrator

The user administrator access level lists a different set of configuration changes that can be
made to pertain to HR or Payroll requirements. The changes can be made to Access levels of
different departments, addition and monitoring of job functions, reporting, as well as,
managing the employee list. Add / Delete of employees can be done here, restricting access
to doors for different employees can also be done by the user administrator.

Network Administrator

The network administrator is in charge of system configurations, such as, networking settings,
terminal settings, clock setups, or password setups. Everything that involves technical
knowing will be done by the network administrator. This role is usually assigned to a tech-
savvy person, who is capable of making appropriate configuration changes and has basic
knowledge of networking setup and IT-related issues.

Super Administrator
The super administrator login combines the functions of 1 - 3, so the administrator is in

charge of the whole system, including technical and administration functionalities. This
guide is focusing on the Super Administrator usage which essentially covers all the functions.
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7.1. SSL Certification — Data Encryption

When http://192.168.1.100 (default IP Address of the ACTA4™ unit) is typed on the address
bar of Edge or Chrome or any other web browser, the login page will appear. Click on
“Secure” to login using secure TLS 1.3 data encryption, so that ALL the exchange of data is

encrypted and secure.
ACTAek

Login Password

Login ID

Login Level B Personal User

Certificate Viewer: Jakin CA

General Details

Issued To
Common Name (CN) Jakin CA
Organisation (O) Jakin CA
Organisational Unit (OU) Jakin Engineering
Issued By
Common Name (CN) Jakin CA
Organisation (O) Jakin CA
Organisational Unit (OU) Jakin Engineering
Validity Period
ssued On Friday, 6 May 2016 at 23:58:17
Expires On Thursday, 1 May 2036 at 23:58:17
Fingerprints

SHA-256 fingerprint E2 6A 8A CA 78 87 49 87 15 9E 9C CE AC DF 80 BB
15 F7 8F 65 35 8B 07 1C B7 AA OC 87 8A 01 B2 3F

SHA-1 Fingerprint 56 31 A2 17 8A F1 FO 7B 3E 2D 68 06 D6 4C 6A AA
6F 5A A6 8E

After selecting “Secure” login, the above screen will be displayed and to go on to login to view
the web interface of ACTA4, select either “Accept this certificate permanently” or “Accept this
certificate temporarily for this session”. It is recommended to have the temporarily selected if
you are not using your PC / laptop for this http session, so that others cannot use this site
without the proper authentication. Make the selection and click “OK”.

If you do not wish to continue in secure mode, select “Do not accept this certificate and do not
connect to this Web site”, or simply click “Cancel”.

The login page will reappear, input the login ID and password, and login level to proceed.
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7.2. Terminal Status

Terminal Status

Model Number AT-1K-FA-FSVa-WI
Serial Number 00111DB0O0011
Firmware Version jakinid_4_00.2540
FLI Version 2.050

Terminal Description TWN_Demo

IP Address 192.168.1.109
System Uptime 23 Minute(s)
Registered /Maximum Users 241/1000
Automatch Users 144/1000

Current Status Online

Last Time Server Sync Time Dec-09-2025 09:44:46
Flash Memory Size 4GB

Memory Free 2335.04M

The first page displayed, as above, will be the same no matter which login is chosen. It will
show a brief status of the terminal. The information displayed includes:

Feature Description

Model Number The Model Number of your ACTA4™ unit.

Serial Number The Serial Number of your ACTA4™ unit.

Firmware Version The software version installed in the unit.e.g.4_00.2540

FLI Version The Fingerprint Software version installed in the unit.e.g.2.050

Terminal Description A brief description of the terminal.
IP Address The IP address assigned to the unit, Default: 192.168.1.100

System Uptime This informs you how long the system has been operating
without a reboot
Registered/Maximum | This informs you how many users are Registered and the

users maximum no. of users supported by the unit
Automatch Users Number of users enabled with Automatch Feature.
-FLI' mode: up to 20,000 users
Current Status The current status of the unit.
Las Time Server sync | The last time when the device sync. its time with SNTP server if
time using SNTP SNTP server was enable at Terminal Clock setting.
Total Flash Memory The total memory size of the unit.
Memory Free The memory free on the unit.
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Chapter 8. Super Administration Guide

8.1. Overview

After logging in under Super Administrator (Default ID: A999, password: 1), the left panel
will differ from the other administrator(s), as can be seen below. All options will be available
for configuration and modification of the system and user configurations.

Terminal Status

Model Number AT-1K-FA-FSVa-WI
Serial Number 00111DB0O0011
Firmware Version jakinid_4_00.2540
FLI Version 2.050

Terminal Description TWHN_Demo

IP Address 192.168.1.109
System Uptime 23 Minute(s)
Registered/Maximum Users 241/1000
Automatch Users 14471000

Current Status Online

Last Time Server Sync Time Dec-09-2025 09:44:46
Flash Memory Size 4GB

Memory Free 2335.04M

The System Administrator is usually the person who is in charge of the whole system, which
includes the networking and technical side of works, as well as the HR and administration
side. The Super administrator option is either a top executive who has control over the
company data and knows the technical aspect too. Moreover, for small companies the roles
of both the User and Network administrator(s) may be combined to one, and this is main role
of the Super Administrator.

www.jakinid.com

50



Jakin ')

From the left panel, the user administrator will be able to choose from the following:

8.1.1. Terminal

1. Log off - To log off from the system.
2. Terminal Status - To view the overall terminal status
3. Add Record -To add user’s time record from device’s webpage.

8.1.2. User Administration

1. Attendance Report - To view the attendance report of users in the
system.

2. Daily Report - To view the daily report of users in the system

3. View Event Log - To view the event log of the users in the system

4. Add Event Log - To add an event log into the system

5. View User List - To view the list of users in the system

6. Add New User - To add a new user into the system

7. Departments - To view the list of departments or add a new
department

8. User Messages - To send the personalized messages to individual

users during clock IN/OUT.(Standalone mode)
9. Admin Setting - Super Administrator can set access rights for
"Personal User" &"System Administrator" to

View Event Log or View/Download Reports

8.1.3. Access Control

1. Access Groups - To view or modify existing access groups or add a
new group

2. Triggers - To view or modify the trigger list.

3. Job Code -To setup the old Job Code after enable it at

[Terminal Setup] page

4. Holidays Setting - To setup the systems for recognizing holidays for
unique settings.

8.1.4. Terminal Settings

1. Terminal Setup - To view modify the terminal settings, e.g. IP /
Gateway.

2. WiFi Setup -To setup ACTA4 WiFi connection (See Appendix K)

3. Mobile broadband -To setup ACTA4 4G connection (See Appendix M)

4. Intercom -To setup ACTA4 Intercom (See Appendix J)
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5. Authentication / Log Setup

6. Terminal List

7. Master/Client or Access Client setup

8. Door Open Schedule
9. Bell Schedule
10.Terminal Clock

11.External Devices

12.DDNS

8.1.5. Terminal
Cloud Storage Service
SMS Service

Alert Log

Syslog

Backup System Data

R

Restore System Data

7. Firmware Upgrade

8. Download Report

9. Capture Fingerprint
10.Remote Door Open
11.Reboot

Jakin [}

- To setup the behavior of authentication log.
- To view the list of terminals connected.

-To setup Master/Client function (Standalone mode)
- To configure the ACTAtek to register with Access

Manager Suite. (Access Manager mode))
- To view or modify the door opening schedule.
- To view or modify the bell schedule period.
- To view or modify the terminal clock settings.

- To connect external I/O board to the ACTA4
unit.

-To enable DDNS ,and the device can be
accessible from Internet via signed up DDNS

- Google Drive Spreadsheet integration
-To setup the SMS service

-To setup which action gives out alert log
-To enable the remote system log

- To backup the system data.

-To restore the system data from a previous
setting

- To upgrade the firmware or patch files provided
by support team

-To download access log report to CSV or TXT
format

- To capture fingerprint images (for review purpose).
- To open the door using the web interface.

- To reboot the unit remotely.

The above is a brief overview of what the features on the left panel are, in the next section,
you will be able to understand for more details about what each function does, and how to set
up your ACTA4™ and manage the system accordingly.
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8.2. User Administration

8.2.1. Attendance Report

Under User Administration, select the option listed as “Attendance Report”, by clicking this
following screen should be displayed:

AC TAtEk The worldwide leader in Web based technologies.

Attendance Report

* Log Off
.
+ Add Record Search Options
User Administration u Name D
Attendance Report = Period F T
Daily Report : eno n?m — OA. 0
View Event Log Time Today v or 2018 ¥ 2V A 2018 ¥ 2V v
Add Event Log Department
View User List Others v
Add New User
Departments Fill in the form to filter the report,or leave it blank for a full report Search
User Messages
Admin Setting
" Export
BrEaECankng Format TXT ¥ Export
* Access Groups
» Triggers
« Holidays Setting Reports 1 of 1 . . << <1 >>>
Terminal Settings User ID Name Date Weekday 0:t o::t Total Working Hours
¢ Terminal Setup 10:17:48  17:18:08
0 Authentication/LDg 1 11230 -- 2018/12/13 Thursday 17:24:09 o 7.11
Setup
Terminal List Reports 1 of 1 << <1>>>

Door Open Schedule
Beall Schadule

.
» Access Client Setup

This report will give you a summary of the IN/OUT of any given user (up to 10 sets of IN/OUT).

There are 4 different searching options available to view the Attendance Report which
includes "Name", "User ID", "Fixed Period" or "Specific Range of Date" and "Department".

The information that can be viewed as "User ID" followed by "Name", "Date", "Day of
Weekday", "IN/OUT Time" and "Total Working Hours".

You get an overview of the Total Hours worked by any given employee on any day, provided
the event logs haven't been deleted. This information can then be exported to CSV or TXT
files.
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8.2.2. Daily report

Under User Administration, select the option listed as “Daily Report”, by clicking this following
screen should be displayed:

A(jTAtEk The worldwide leader in Web based technologies.

Daily Report

Search Options

Name D
User [ ]
Period From To
Time ¥| or 2018 vj12 v v 2018 vj12 v v
Department
Others v
Fill in the form to filter the report, or leave it blank for a full report Search
Format TXT ¥ Export
Report 1-5 of 5 << <1l>>>
User ID Name Date Weekday FirstIn LastOut Inside
1 11230 5 2018/12/06 Thursday 12:09:35 = .
2 A001 == 2018/12/06 Thursday 11:51:44 = .
3 A002 =i 2018/12/06 Thursday 12:09:50 S L]
4 A005 = 2018/12/06 Thursday 12:04:38 == .
5 ABC9 i 2018/12/06 Thursday 11:52:01 = .
Report 1-5 of 5 << <1>>>

This report will give you a summary of the First IN and Last OUT of any given user ,and the
user’s status.(Inside or not)

There are 4 different searching options available to view the Attendance Report which
includes "Name", "User ID", "Fixed Period" or "Specific Range of Date" and "Department".

The information that can be viewed as "User ID" followed by "Name", "Date", "Day of
Weekday", "First IN" ,“Last OUT” and "Inside"(the user’s status).

You get an overview of employee’s First IN and Last OUT event logs on any day. This
information can then be exported to CSV or TXT files, and was very useful for the 3 party
HRMS or Payroll company to import the data into their system.
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8.2.3. View Event Log

Under User Administration, the first option listed is “View Event Log”, by clicking this following
screen should be displayed:

A (:TAtek The worldwide leader in Web based technologies.

Terminal

+ Log Off Event Log
¢ Terminal Status -
» Add Record BeakdilOpis
User Administration U Name 1o
ser
Attendance Report period F T
Daily Report . erio r?'_r,' — OA_, e
View Event Log Time v| or 2018 v [ 12 ¥ v 2018 vz v v
Add Event Log Department Event
View User List Others v v
Add New User
Departments Fill in the form to filter the report, or leave it blank for a full report Search
User Messages
Admin Setting
Access Control Event 1-11 of 11 << <1>>>
* Access Groups User ID Name Department Date Time Event Terminal Remark
* Triggers i 1 A005 -- General 2018/12/06 13:19:36 F7 ACTAtek #SMC(SN:23675E96)#
* Holidays Setting 2 A005 -- General 2018/12/06 13:17:09 F7 ACTAtek #SMC(SN:23675E96)#
Terminal Settings 3 A005 -- General 2018/12/06 13:16:39 F7 ACTAtek #SMC(SN:23675E96)#
« Terminal Setup 1 A002 -- General 2018/12/06 12:09:50 IN ACTAtek #FP#
« Authentication/Log 5 ABC9 -- General 2018/12/06 12:09:41 IN ACTAtek #FP#
Setup 6 11230 == General 2018/12/06 12:09:35 IN ACTAtek #FP#
Terminal List 7 A005 -- General 2018/12/06 12:09:25 IN ACTAtek #SMC(SN:23675E96)#
Access Client Setup 8 A005 -- General 2018/12/06 12:07:11 IN ACTAtek #SMC(SN:23675E96)#
Door Open Schedule 9 A005 - - General 2018/12/06 12:04:38 IN ACTAtek #SMC(SN:23675E96)#
Bell Schedule 10 ABC9 -- General 2018/12/06 11:52:01 IN ACTAtek #FP#
Connection Profile 11 A001 - General 2018/12/06 11:51:44 N ACTAtek #FP#
Terminal Clock
External Devices Event 1-11 of 11 cc<1>>>
DDNS
Terminal
Cloud Storage Delete Event Log
Service
SMS Service Delete all event logs before the beginning of : | none v | |Submit
-

PR Py

There are 6 different searching options available to view the Event Log which include “User

Name”, “User ID”, “Department”, “Event” , “Period” or specify the “Dates To & From”.

The information listed by an event log is “User ID” followed by “Name”, “Department”, “Date &

Time”, “Event”, “Terminal”, “Capture Image” and “Remark”.

The Remark column shows how the user has gotten access by PIN, FACE,Fingerprint or
Smartcard. It shows the login ID for PIN, the Smartcard number by card. If the Log
Unauthorized Event is enabled, you can see which method the unknown user tried to gain
access whether it is smartcard, fingerprint or PIN.

To sort the list, click on the column header, for instance, to sort by Event, click on the column
header “Event”, which is in blue, and the list will be sorted in alphabetical order. By default,
the displayed list is sorted by Date/Time.
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8.2.3.1. Deleting Event Logs

To delete event logs, click the drop-down menu at the bottom of the page, and you have an
option to clear logs that are older than the available selection time. These are “this week”,

“last week”, “this month” and “last month”.

8.2.4. Add Event Log

There are many times when a user forgets to clock in or clock out from their terminal. This
option is especially introduced for Administrators to make the export of the data more
accurate so that it can be easily handled by any payroll system without much hassle.

Only User Administrators and Super Administrators have the power to add/modify an event
log, which could cause changes to the report and must be treated carefully. The following
shows you how to add an event log into the system.

— R
e@ £ hitp://192168.1.100/admin. himl P-B -:3|| & ACTAtek Pte Ltd.

AC TAtEk The worldwide leader in Web based technologies.

~ Add Event Log
Event Log Detazils

User ID
Date and Tima 2013:ﬂ - ﬂ 13ﬂ {yyyy/mm/dd) 1?ﬂ 3 ﬂ ESfﬂ {(hh:mm:ss)
Event IN ﬂ
Terminal ﬂ
'::-!-:' Disable ':--_::' Enable
Custom Remark Message:
Character(s) Left: |

Add Reset

Select “Add Event Log” under User Administration from the left of your screen, and the above
screen should be displayed.

Enter the Employee ID for whom the event is being added, and enter the Date & Time in
yyyy/mm/dd & hh:mm:ss formats. Select the Event & Terminal being added from the drop
down menus. Select the radio button “Enable” to add a remark to this event log entry
(optional).

Click “Add” to append the event to your unit or “Reset” to cancel any changes made. Once
Add is successfully completed, the confirmation message “Add Event Log Successful” should
appear in red color.
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8.2.5. View User List

To view the users already enrolled in the system, either by fingerprint or smart card or PIN,
click on “View User List” under User Administration from the left column.

User List
Last Name First Name User ID Department  Access Group
El El Search
Export
Format 7T [*] Export

*SMC Type: M:Mifare Card C:Contact Card L:Legic Card B:Barcode Hp:HID Prox Card Hi:HID iClass Card E:EM Card Fe:FeliCa Card Hb:Hid CEPAS Card
user 1-2 of 2

<€ <1>>>
A/M A/M GROUP IN/OUT

. IN

[} User ID Last Name Eirst Name Other Name  Active Face FP *SMC  PSW
= 1 888
2 A999
Select All | Deselect All
user 1-2 of 2

<<<1>>>
Deactivate | |Activate | Enable Automatch || Disable Automatch | Delete

There are 5 different searching options available to view the User List which include “Last
Name”, “First Name”, “User ID”, “Department” or “Access Group”.

The information listed in a user entry is “User ID” followed by “Last Name”, “First Name”,
“Other Name”, “Active”,”Face”,” FP”, “SMC”, “PSW”, “A/M” ,”A/M Group”, and “IN/OUT”.

Description of Information displayed:

Feature Description

1. Active The Status of the User: Black —Active , Grey - Inactive

2. Face Whether Face is an available authentication option.

3. FP Whether Fingerprint is an available authentication option.

4. SMC Whether Smart Card is an available authentication option.

5. PSW Whether Password / PIN is an available authentication
option.

A/M Whether Auto-match is an available authentication option.

7. A/M Group Whether Auto-match Group is an available authentication
option.

8. INOUT Whether the user is currently In or Out of Premises.

“Export”: You can export a list of registered users and their status into TXT/CSV file format.
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8.2.5.1. To sort:

To sort the list, click on the column header, for instance, to sort by Last Name, click on the
column header “Last Name”, which is in blue, and the list will be sorted in alphabetical order.
By default, the displayed list is sorted by ID.

8.2.5.2. To Deactivate / Activate /Enable or Disable

Automatch / Delete Users:
To delete users from the system, you can select the checkboxes on the left of the ID under
User List. If all the users need to be deactivated/deleted/activated, click the “Select All” to

check ALL boxes. To cancel the selection, click on “Deselect All”. Once selected, click the
respective buttons at the bottom of the page, as shown below.

ACTAtek mhe vwoddwide teaderin Web based technelogics

5 .
m — User List
Last Name First Name User ID Department: Access Group
[=] [=] [searcn
Em- l |
Format | TxT [=] Export |

“SMC Type: M:Mifare Card C:Contact Card LrLegic Card B:Barcode MprHID Prow Card HEEMID IClass Card E:EM Card Fe:FefiCa Card HbeMbd CEPAS Card

Uszer 1-8 of 8 €L €13 >
U0 userip | LastName || FirstName | OtherName Active | FP | *SMC | PSW || A/M || A/M GROUP | IN/OUT
2 1 o089 e L == . . L L] » .-
2z 1as i . . . . --
= 896 . . . . =
4 123 -- = . . " . ==
5 A88 . - - . . ® IN
6 147 == = . . . . N
7 168 = - - " ® . - M
8 A999 -- = . . " . _—
: . | Déselact all
. Userl-sofg << 1l> >

Deactivate Artgte Enabla Aulamatch Dizazle Automaich Celelg

Once deleted, the user will no longer be in the system and all their relevant information will be
removed from the system, so make sure you really want to delete them before carrying out
the process.

Deactivation can take place if users or employees are no longer required to use the system
for a period of time to prevent unauthorized access to the premises. Once you deactivate a
user, the dot in the column “Active” will appear grey.

To activate them again, check the box next to their ID and click “Activate”. This is a lot more
flexible than deleting a user, since it will keep the user in the system but just restrict access
for the specified time.

Active Fingerprint Auto Match
Status () password () smart Card/QRcode Fingerprint [ Group ID: [0
Face Face Auto Match
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8.2.6. To Add New Users

There are 2 ways of adding users to the system; you can either add them directly at the web
interface, or at the terminal console. We have already discussed how to add a user at the
terminal console (in Section 6.2), now let us look at how to add a user directly from the web
interface.

8.2.6.1. To Add A New User:

Click on “Add New User” from the left column under “User Administration”, the following page
will be displayed:

T T - e B

e@ & hitp://192.168.1.100/admin hirnl £ - 2| @ acTatekpre Ltd

ACTAtek The weorldwide leader in Web based technologies.

~ Add New User
: b User Details
User Administratio
2 User ID
Last Name

First Name
Other Name

Admin Level User i

Enter Pas: rd
— — Mote: Please leave it blank if you don't want to change/add the password.

IZ General/General Staff
I:l General/Manager

I:l Admin/General Staff
| Admin/Manager

I:l Engineer/General Staff

Terminal Settings
-

I:l Engineer/Manager

I:l H.R./General Staff

I:l H.R./Manager

I:l Marketing/ General Staff
I:l Marketing/ Manager

I:l Production/General Staff
I:l Production/Manager

I:l Sales/General Staff

I:l Sales/Manager

Access Group

l:l EMERGENCY
¥l ceneral

I:l Admin

I:l Engineer

I:l H.R.

W E Marketing

Department

Enter the User ID, Last Name, First Name, Other Name, Admin Level and enter the password
in the following field. Check the relevant boxes for the relevant Access Group, this will limit or
give them access at different times or doors, depending on the configuration made.

Assign the Department for the user accordingly. Select a desired fingerprint security level
which ranges from Low — Normal — High — Highest. This selection affects only to the ID match
ONLY and does not affect to Automatch feature.
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Select the status of the user, whether they can use Auto Match or Password, and you can set
the expiry date of the user if any. After that, you can click “Add” to add the new user.

Note: Auto Match will be available when there is a FingerPrint enrolled already.

Note: First Lunch IN time (Reset) will be available when [Lunch Break Lock Out] feature was
set, and F1 trigger event log was generated.

Fingerprint Security Level
(for ID Match) Normal

Active Fingerprint Auto Match
Status [ password () Smart Card/QRcode Fingerprint O Group ID: [0
Face Face Auto Match

® pisable () Enable

Expiry Date - €
2020 v a2 v 11 v (yyyy/mm/dd)

First Lunch IN Time JJ .Relset

Nodify || Clear

Note:You can click “Activate Read” or “Activate Capture” from Web Ul to have the remote
SmartCard or FingerPrint enrollment for the new users without Login to device's console as

Super Administrator. See below.

smartCard/QRcode Mumber Activate Read

Capture Fingerprint Activate Capture ]

Web enrollment

. o
LAN /WLAN | Finger 1/3
~ - Wait for finger
/\\\'

Supér Administratof click User put Fingers

‘Activate 00 button to or Smart Card to

add new user from Web Ul. enroll without Web enroliment
Login required. Finger 2/3

Wait for finger

Web enrollment

Finger 3/3
Wait for finger
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add Facial photo | Choose File | No file chosen ‘ Upload |
Score Threshold 0 (Note: 0 is using Identify Threshold in Terminal Setup)
2-users authenicate 0 (Note: "0"=disabled /enter User ID)

Active Fingerprint Auto Match

O Password O Smart Card/QRcode Fingerprint
Status

Group ID: 0 (Note: No Fingerprint Template)
Face Face Auto Match
: ® pisable () Enable
Expiry Date
g - ! (yyyy/mm/dd)
(]
First Lunch IN Time - Reset

Add ICIear Click Add to Finish
Adding New User

For FACE model device, the administrator can also remotely add Facial photo by choosing
and uploading the User’s JPEG file from the local drive and click on “Upload” button.

Once the User’s facial photo file was uploaded to the device,the device will convert the photo

file to the facial template for the facial recognition. Click Add button to finish adding the new
FACE user.

Note:Please make sure the User’s JPEG file size is not larger than 1000*1000 pixels.

8.2.7. Departments

This option under User Administration can be used to Add new departments, modify existing
departments or delete them.

8.2.7.1. To Add a New Department:

Click on “Departments” under User Administration from the left column. Enter the Department
Name, and description and click “Add” to append the department to the existing list.
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T ——

e% [ & hittp/¥192 168 1 100/admin. htrml 0 -3 g” 8 ACTAtek Pte Ltd.

ACTAI:EI{ The worldwide leader in WWeb based technologies.

d

~ Departments

Add New Department

Department Name Description
=n
Department List
Department 1-8 of 8 R B
-t - Department Name Department Dascription
a EMERGENCY Emergency Group
T - " z meneral Genaeral
B =2 Admin Administrator
] 2 Engineer Engineering
| =] H.R. Human Resources
] & Marketing Marketing
[ 7 Production Production
[ 1 = Sales Sales
Select All | Deselact All
Department 1-8 of & R -

Detate Clear

8.2.7.2. To Modify Existing Departments:

Click on the Department ID, which will fill in the blanks above and make any changes, after
which, clicking “Modify” would confirm the modification, or “Reset” to abort the modification.

e% [ &8 hitpsr192.168.1 100/ /admin hirml £~ 2 || @ AcTAtek Pre Led. |

ACTAtEk The worldwide leader in Web based technologies.

~ Departments

Modify Department

Department Name |Ssies | Department Description |Sal=s | [Modify | [Reset

Department List

Department 1-8 of 8 e B
cess Control - EMERGEMNCY Emergency Group
= General General
1 = Admriin Administrator
1 a Engineer Engineering
1 s H.R. Human Resources
s Marketing Marketing
z Production Production
(| B Sales sales
Department 1-8 of 8 < < 1= =

Delete | [Clear

8.2.7.3. To Delete Existing Departments:

Select the check boxes of the Departments to be deleted, once selected, click “Delete” to
remove them from the list of Departments, or “Clear” to abort the deletion. Please note
deleting a Department will cause its underlying Access Groups to be deleted too.
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8.2.8. User Messages

This option can be used to send personalized messages to individual users, who will be able
to view them once they are authenticated at the ACTA4™ unit.

8.2.8.1. To Add a New Message:

Click on “User Messages” under User Administration on the left column, the following screen
should be displayed.

el ’% 1-:7?' -

T T e R

//192.168.1.100/admin: htm

O~ B¢ || @ ACTAtekPte Lid.

ACT.‘Ltek The worldwide leader in Web based technologies.

»~ User Messages

Add New Message
[Accept 5 lines of texts: 25 Latin characters or 12 CIK characters per line with line-wrapping]

Administratio

User ID

User Message
C-i'.larader(s] Left: [125

D Show On LCD Screen l:l Send to Email D Notify to SMS

Submit | |Reset

Message List

[ MNo. ID Name UserMessage LCD Email SMS
Select All | Deselect All

Delate

|:| Dalete the message after display once

Confirm

Enter the “User ID” and “User Message” in the User Message text box. Optionally, the
message can either be displayed on the LCD screen of the ACTA4 or sent directly to their E-
mail address, or Notify to SMS.

Click “Submit” to send the message to the user or “Reset” to abort the message. Please
ensure that the message does not contain more than 25 characters per line, a maximum of 5
lines are accepted per message.

Note: You can enable “Delete the message after display once” if the user message will only
displayed one time.

8.2.8.2. To delete an existing User Message:

Check the box of the relevant message, and if all need to be checked, click “Select All”, and
click “Delete”. If the delete does not need to be made, click “Deselect All” to uncheck all boxes.
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8.2.9. Admin Setting

When Login as Super Administrator, the user can configure different access rights for
"Personal User" &"System Administrator” to enable or disable on ‘View Event Log’ or
‘View/Download Reports’. See below.

AC TAtEk The wotldwide leader in Web based technologies.

Terminal

Admin Settting

User Administration Access Rights
Personal User  User Administrator

View Attendance Report Not available
View EventLog Mot available
Attendance Report Mot available
Daily Report Mot available
Download Report Mot available

Access Control
Submit Reset

m

Terminal Settings
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8.3. Access Control

8.3.1. Access Groups

An Access Group allows for users to be given standard access for the workplace. Different
departments may have different access rights and some corporations have employers who
are on shift duties, and may need different access levels for each shift, depending upon their
time of entry and exit from the workplace. To fasten the procedure of giving access rights, it
can now be done for groups, instead of individuals to simplify the process and give it more
transparency. This option can only be configured by the User Administrator or the Super
Administrator.

8.3.1.1. To View/Delete Existing Access Groups:

Click on “Access Groups” under “Access Control” from the left column, which will display the

following page:
T T |

e.\@ )| @ http://192.168.1.100/zdmin. html pP~2c '! & ACTAtek Pte Ltd.

ACTAtek The worldwide leader in Web based technologies.

~ Access Groups

Department

ﬂ Search

Access Group List

Attendance Report
Daily Report

View Event Log
Add Event Log

Access Group 1-14 of 14 L B
[ ] Department Access Group
Departments 1 General General Staff
User Messages
| 2 General Manager
O 3 Admin General Staff
I:‘ 4 Admin Manager
O 5 Engineer General Staff
I:‘ L3 Engineer Manager
O 7 H.R. General Staff
D a8 H.R. Manager
I:‘ o Marketing General Staff
I:‘ io0 Marketing Manager
I 11 Production General Staff
I:‘ iz Production Manager
O 13 Sales General Staff
I:‘ 14 Sales Manager
Select All | Deselect All
Access Group 1-14 of 14 L <1> >
Delate
Restore System Add Access Group
Data
irmware Upgrade Department Gerersl | v |
LUl |, Access Group Name
Add

You can search the access groups by Department, and click “Search”.

To Delete the Access Group(s), check the relevant box and click “Delete”, or use the “Select
All” option to select ALL the access groups; or use the “Deselect All” option to clear the
selection.
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8.3.1.2. To Add a New Access Group

Under “Add Access Group”, select the relevant Department from the drop down menu and
input the name of the access group being added, and click “Add”.

8.3.1.3. To Modify an Access Group

Click on the access group number to view the Access Group. There are two parts in this

page.
T e

eé | @ ttp.//192.168.1.100/admin htrl £~ B¢ || @ ACTAtek Pre Lid. <

ACTAtEk The worldwide leader in Web based technologies.

~ Access Groups

o
. :
- Modify Access Group
endance Report Access Group Name | Genersl Staff
Department | Ganersl :ll.
 Modify |

' []  AccessRight 1D Terminal Name QuickAccess

ACTAtelk Enable

L= ﬂ_
Asicess Conteol Select All | Deselect All

Defete Access Right | add Accass Right |

The top part displays the Access Group Name and associate Department. This can be
modified by renaming the Access Group Name and/or assigning to a different Department.

The bottom part shows a list of Access Right exist under this Access Group.
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8.3.1.4. To Add a New Access Right

Click on “Add Access Right”. Select which terminal this access right is assigned to, and set
whether Quick Access is enabled or disable. (“Disable”: it can be used for dual access
e.g.Smart Card plus FingerPrint to access the device.) Click on “Set Terminal” for proceed, as

shown in the following page. )
e T—

eé (& hitp//192.168.1.100/5dmin hitml P~a |! & ACTAtek Pte Lid. 1

AC TAtEk The worldwide leader in Web based technologies.

~ Access Groups

Add Access Right - Set Terminal

Access Group General Staff / General
Terminal .‘HCTNEI-:L}/_]
QuickAccess """u,~__',‘5- [ ]

Set Terminal

Access Control

On the next page select the days applicable for “Day”. Check “Always” will apply to all days.
Then select the “From” and “To” time this access right is either enabled or disabled. (Disabled
access means nobody is allowed access to the unit from the relevant access group. Each
user is assigned an access group when they are added into the system.)

Once the timings are assigned, select whether the access is enabled / disabled in that period,
and select “Set Time” to confirm.
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S~

e@ & http://192.168.1.100/admin.html PL~-B 0J| (& ACTAtek Pte Ltd.

ACTAtek The worldwide leader in Web based technologies.

EEE— © "o oo
Add Access Right - Set Time

User Admi ation

[Set Time Successful]
D Access Group General Staff / General
Terminal ACTAtek
Ve L QuickAccess Disable
e [ 100 Jor 07 o> Joa Jos Joo (o7 Jos oo Jio i1 12 113 Tia [is 16 |17 s 1o Joo b1 o o3 |
. se s

Sun @8 #8 88 2% 88 820 88 58 88 28 88 58 88 8 88 20 88 2 8 e 88 8 s

= Mon @ @ # 8 28 88 88 28 80 88 08 080 28 00 88 08 50 40 28 20 00 50 00 00 50 08

Access Control Tue 88 88 88 88 58 54 50 60 80 00 88 S0 00 06 60 00 00 60 00 00 008 00 80 o8
Wed @8 8 80 60 88 00 58 80 58 58 50 60 068 20 50 60 00 04 00 66 00 00 80 08
Thu # ® » @ 28 298 29 20 28 20 20 28 80 280 00 20 20 2 0 20 00 2 0% 20 0% 00 %0 00
Fri 48 28 28 4% B8 28 28 S8 B S0 B8 FE S S 2R A B A S R e e

Terminal Settings

Sat #8 29 88 294 88 40 58 20 58 29 58 0 08 20 28 0 88 40 A8 20 B8 20 B8 e

.I Hol @8 8 88 88 88 ¢ 58 26 88 20 88 5 08 48 88 28 88 24 88 &5 88 20 88 &
@ Enabled » Disabled

Sun Mon Tue Wed Thu Fri Sat Hol Everyday

sy O OOO0ODOOOOAO

From To
Time o[~ [oo[w] - [oa[v]:|28[v]
Set Enatle [+

Terminal SetTime

‘Submit & Create Another Access Right Submit Access Group

By default all access is disabled.
You can now either add another time setting for the same access right by select “Set Time” or

create another Access right by selecting “Submit & Create another Access Right” and repeat
the above steps, or confirm this access group by clicking “Submit Access Group”.

8.3.1.5. To Delete/ Modify Access Right

To delete any access right, under the Modify Access Group page, check the relevant box then
click “Delete”. If all access rights are to be removed, click “Select All” then click Delete to
remove them from the system, or click “Deselect All” to undo the selection.

To Modify the Access Right, click on access right number under “Access Right ID”.

The information that can be modified includes:

Quick Access: -Choose to access the device using FingerPrint or Smart Card or
PIN (Quick access: Enable) or dual access (Quick access: Disable)
The Access Time: -From which day and when does this Access Group is allow to access
the terminal.
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8.3.2. Triggers

8.3.2.1. To View or Modify Existing Trigger List

The “Triggers” option under Access Control shows you a number of different triggers preset
into the system; this is for easy monitoring of attendance and other options. To view the list
of triggers in the system, click on “Triggers” from the left column under Access Control.

To view or modify the details for the relevant trigger, click the “Trigger” on the left of the

Trigger Name.
T W

e@ 2 |1tt£::,.-",.-"192.158.1.IDD,.-"admin.html L~-BC & ACTAtek Pte Ltd.

ACTAtek The worldwide leader in Web based technologies.

~ Triggers

Trigger List

Set F1 - LunchIN, F2 - LunchOut

Trigger Trigger Name Trigger Trigger Name
IN IN F20 F20
ouT 2 F21
F1i 2 F22
F2 F23
F3 F24
F4 F25
F5 F26
F6 F27
F7 F28
F8 F29
F9 F20
F10 F31
F11 F32
F12 F33
F13 F34
F14 F25
F15 F26
F16 F37
F17 F38
Fi8 F39
F19 F40 F40
View Log View Log
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Reset All Trigger Schedule | | Disable Repest Trigger List

Users can then set each terminal's trigger schedule individually.

Setting a Trigger schedule will display the respective Trigger as the default Trigger on the
bottom right corner of the ACTA4 LCD screen, and will save the Event Log with the selected
Trigger name when the user access the device.

The below following page which it will show the time settings for the trigger, grey dots stand
for disabled, while the black dots stand for enabled.
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B R S

[ @ http://192.168.1.100/admin html L-Be || & ACTAtek Pte Lid. [ ]

R

ACTAtek The worldwide leader in Web based technologies.

£12 F13 24 Fa4
~ Fi4a F14 E35 F35
_ £12 s — r=s
— = F16 F16 E37 F27
User Administration 17 F17 Fas F28
Fi8 Fis F39 F20
Fi9 F19 F40 F40
View Log View Log
Resst All Trigger Schedule | | Disable Repest Trigger List
Trigger Details
[Set Trigger Time Successful]
Access Control
Trigger F1
Trigger Name lumchout Max. 8 characters
Enable/Disable (®) O |pi
Terminal Settings = [Enable |\ |Disable
Modify
|__Joooulozlozlosfososlorlosfoshiofishia _———Jis __Jislishioli7lielislaolenlzalza
Sun - - - - - - - - - - - - - - - — - - — - - - - e B B e
Mon —=---------------------- lunchout lunchout lunchout lunchout - - ------------------
Tue —----------------------- lunchout lunchout lunchout lunchout - - ------------------
Wed - --5=--5=--F=--F=--"F=-- lunchout lunchout lunchout lunchouwt--------------------
Thu ------------------------ lunchout lunchout lunchout lunchout - - ------------------
= Fri —=----------------------- lunchout lunchout lunchout lunchout - - ------------------
s
e e e R e
Hol G- - - - e - e . -- - -
Trigger | IM
Sun Mon Tue Wed Thu Fri Sat Hol Everyday
sy [ O0OOODOOODO
From Te
Time o[~ :[oo[v] - [ma[v] [ 28[v]
Seat Enable
Y saiTime

To modify the time settings & other information for the relevant trigger displayed,
The information to be modified includes:

Trigger Name - Display name for the Trigger.

Day - The days for the setting to be adjusted.
From (Time) - Select the onset of this trigger.

To (Time) - Select the end of this trigger.

Set - Set whether to enable or disable it.

To confirm the change, click "Modify” to set the Trigger Name and “Set Time” to
update the schedule.
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8.3.3. Holidays Settings

The Holidays Settings option is for companies that have unique access rights or
options for those days. Holiday setup can be done from “Access Rights Control”
by clicking on “Holidays”, which will show the following screen:

W e,

eg | &8 hitp /7192 168 1.100/5dmin himl £ - B o || @ acTatekPre Lid.

ACTAtEk The worldwide leader in Web bazed technologies.

~ Holidays

Company Holiday=(yyyy/mm/dd)
[2013/12/25 1 [ 2013/12/31 ]
Click to remove date from holiday list

==2012 Select Month: Dec, 2013 [w 2014>>
2013 Dec
Sun L Mon || Tue | Wed | Thu Fri Sat
i | 2 | 3 4 5 5 7
| El | 10 11 12 13 14
15 ) 17 [HET | 2 || =20 |[ ==
22 23 z3 || 28 || = || 2w | =8
29 | =0 | =i
Click to add date to holiday list
Date of Holiday(yyyy/mm/dd}:| | [ Add

by ACTAtek Pte Ltd.

To add a new holiday, either click on the calendar to find the dates to add. Or
type out the date in yyyy/mm/dd format and click “Add”.

To remove holidays, click on the holidays already in the list and they will be
automatically removed from the system.
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Terminal Settings

8.4.1. Terminal Setup

To make any system configuration changes to the system, click on Terminal Setup under
“Terminal Settings” from the left column. All system changes that are technically related will
be available from this option for the network and super administrator.

Terminal Setup

Terminal ID 0
Serial Number 00111DA1251E
Terminal Description DEMO

Outgoing Network Status

; LAN
Outgoing Network v

WLAN
LAN Settings
IP Type ® prce O static
IP Address 192 168 111 17
Subnet Mask 2552552550
Default Gateway 192.168.111.1
DNS Server 192.168.111.1
MTU(100-1500) 1500

Fingerprint Related Setting

Security Level (for Automatch) Normal v

Detection Method O] Fast O Normal O Slow

Smart Card Related Setting

Parity Error detection O pisable ® Enable
Read QRcode O pisable @ Enable

Facial Related Setting

Log photo with Face @® pisable O Enable
Anti-spoofing
Detection Threshold(%) 1 (1-100)

Auto Start Recognise ® pisable O Enable

7000 (default is 7000,3600 for 9V30MASK)
Note: Smaller value is more secure, but harder identify
8000 (default is 8000, 3600 for 9V30MASK)
Note: Smaller value is more secure, but harder identify

Facial format 8V7 v

Identify Threshold(3000-14000)

Register Threshold(3000-14000)

The options that can be changed include Network Settings, Fingerprint Matching Setting &
Miscellaneous Setting:
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Terminal Description

Outgoing Network

IP Type / IP Address

Subnet Mask

Default Gateway

DNS Server

MTU

-)Fingerprint Related Setting:
Security Level (for Automatch)

Detection Method &Threshold

-)Smart Card Related Setting:
Parity Error detection

-)Facial Related Setting:
Log photo with Face

Anti-spoofing

Auto Start Recognise

Detection Threshold

www.jakinid.com

Jakin 1)
- The Description of the terminal
-The network connection of the device
( LAN or WLAN)
- The IP Address of the terminal
(DHCP or Static)
-If enable DHCP, it will be automatically
entered.
-If enable DHCP, it will be automatically
entered..
- If enable DHCP, it will be automatically

entered.

- Please keep the default MTU setting(1500).

- The Fingerprint Security level for the
device. Lower the level for higher and
successful matching rate.

- To change the FingerPrint detection
setting ,and the threshold value will help to
setup different sensitivity of the FP scanner

under different installation environment.

- To enable or disable parity error detection

for HID prox. cards.

-To enable or disable take User’s Face
photo

-To enable or disable anti-spoof for Facial.
[Method2]:for non-AT Facial model
[Method3]:for AT Facial model

-To enable or disable auto-start Facial.

*If disable auto-start,User can press F4 key to
start Facial.

-The User's face size threshold to start facial
recognition. e.g.The larger value will need a
larger face.(stand close distance to the

device)
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Identify Threshold -for normal user threshold when doing facial
recognition.(default is 7000) Note: Smaller

value is more secure, but harder identify

Register Threshold -to identify the similar face when enrolling
Face Users.(default is 8000) Note: Smaller

value is more secure, but harder identify

Facial format -8V6*(old/existing installation) or
8V7**(new installation) or 9V30MASK(new

installation)

*For the existing enrolled FACE Users,please change to 8V6.

**For new installation, please keep 8V7 as the default setting. It is using the new Facial

algorithm with new facial template data for better facial identification/recognition.

Note:

Please take note that 8V6 and 8V7 are different Facial template data. So it will be required to re-enroll

all FACE Users if upgrading to use new 8V7 for the existing/old 8V6 FACE users.

**For new installation,if needed,the new 9V30MASK supports Facial recognition with mask,

and also mask detection. |

-)Console Display Timeout Settings:

Welcome Message Timeout -You can select from 0.5 sec to 3 sec.

Console Display Timeout -You can select from 30 sec to 1 hour.

Console Clock Format -You can choose 12 hrs. or 24 hrs.

Idle Key light color -You can change the idle keypad backlight
color.

Door Bell Blinking -You can disable/enable door bell button
blinking

Touch Sensitivity -You can adjust the keypad’s Touch Sensitivity

Wiegand Configuration - This option is to enable Wiegand output

from the unit to the external 1/0 board or

on-board Wiegand output data format.

Terminal Mode -Standalone: the device will work with
SOAP/API or master/client setup.
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Job Code

Door SW Mode

Door Sense 1&2 Option
Door Strike 1 Option

-Emergency Mode

-Relay Delay

-Door Strike 2 - Door Strike 1 Clone
-Door Strike 2 — Access Denied

-Door Strike 2 - Bell Schedule
-Door Strike 2 — Active Alarm

Jakin 1D
- Access Manager: the device is able to

register with the Access Manager Suite.
-Disable / Enable. (See Appendix A.)

-Choose Door Switch or Door Sense or Door
Event OUT /IN

-Choose Normal Close or Normal Open
- Setting for Door Strike to open door.
-For users who were assigned to
EMERGENCY department can open door.
(See Appendix B.)
- This will keep the door open for the

seconds specified.

- To set Door Strike behave as Door Strike1
- To be triggered when the login is access
denied.

- To enable the Bell schedule option.

- Trigger the Alarm connector when door

opened more than 30 seconds

(*Door Strike2 is required to connect to external I/O board .)

Language

Webserver Port
Web https Port

Allowed IP

2-digit Duress Code

Schedule reset
Body Temperature Threshold

User Consent Message

www.jakinid.com

- This option lets you select between various
languages.
- Specify other port to use for the webserver.
-Specify other port to use HTTPS for the
webserver.
- Restrict IP address(es) to access this web
interface.
- Numeric code use as duress code. This is
used as prefix in the user password.
-To setup time for device check
-When ACTAtek Temsen is installed,the
default is 37.5.1f the User’s body
temperature exceeds the threshold value
setting,the device will reject the access .

- To enable/disable user consent message for

new Face / FingerPrint Users
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Authentication/Log Setup

Authentication/Log Setup

Log Setup
Log Event
Log Size

Log Unauthorized Event

O pisable ® enable | User Log v

O Disable @ Enable

Accept Unregistered Smartcard @) pisable ) Enable

Photo Option for Log

Web Add Record
Accept Unregistered Facial

Case open/close event log

Authentication

Additional Security Options

Fingerprint + Facial
Gauth mode
Submit Reset

Log Setup

Authorized Event

(] unauthorized Event
O Disable @ Enable
@ pisable O Enable
O Disable @ Enable

@ Disable
Auto IN/OUT Auto Reset IN/OUT

d Reject Repeated Event in |5 sec(1 - 86400)

Anti-passback (Note: Anti-pass back will be reset at 00.00 hours)
Lunch Break Lock Out min (1 - 120)

Crowd Control Limit 1 (1 - 65535) Daily reset time 00:00 (hh:mm})

Note: Additional login settings are now controlled from Access Manager
@ Disable O Enable
| Disable v

-Log Event: To choose to disable or enable event logs generated at the device.

Note:To enable logs for ‘User Log’ or ‘Audit Log’ or both to be viewed from [View Event

Log].See below.

ACTAEK The wotduite beader in Web baied techmctagies

I

Event Log
TR
Maime 1]
Unar
P Faiik Ta
fima Tedny =] = miaf=Te =] =
Trepartment Event
[T I.| =
Fill in tha forms to filter the Fopart, oF leaud it hlaak for 3 full regart Saarch User L og
Cwsnd 1:¥ af 7 l R
o 1 150 Canaral ITED 0004 EATAS [T] ACTAERK Vi Imans BEDA
I isa Genaral 203,/ 08/04 133705 (1] ACTALsk Yiew Imags EFP-EMCE
] s Ganaral ITH2/ 0904 13ITID CUFT ALTAEek ¥iew Image EFPE
- for ) Genaral FOL1/09,04 13:37:14 (1] ACTALak Yiaw [mags “rew
L] paies Ganarsl F0L1/09/04 1337000 ot ACTAbEE Vimw Image ELEDS
L] L Ganaral 2013/ 09704 133703 1] ACTAEsk Visw imags “res
T [-TII] e ATAI/ 0004 13:38:33  ADHIRLODGIN  ACTALek BCONSOLE Hodified PP User ID:DR0SS

Cwant 1-F of ¥

i LR

Audit Log

-Log Size: To choose to store off-line event logs storage size.e.g.10K or 75K or 500K.
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-Log Unauthorized Event: To choose to disable or enable on whether to store the

unauthorized event or not.

-Accept Unregistered Smartcard: To choose to disable or enable on whether to accept and
record the unregistered smart card or not.

-Photo Option for Log (Authorized Event/ Unauthorized Event): To choose whether to take a
snapshot for the authorized event or unauthorized event.

- Web Add Record:To disable or enable add User time records from the device’s webpage.

-Accept Unregistered Facial: To disable or enable to accept unregistered facial.(Guest
mode)

-Case open/close event log: To disable or enable to log case open/close event log

-)Additional Security Options (See Appendix D. for more information)

-Auto IN/OUT: It is a feature for time attendance that allow the system assume the first
authentication is IN and follow by OUT without having the user to select the function key of IN
or OUT.

-Auto Rest IN/OUT: The device will reset at 23:59 hrs and the next authentication will be IN.

-Reject repeated event: It is a feature that the device will reject the same event within the

defined time. This is prevent double scanning, especially using RFID card

-Anti-passback: It is a feature to prevent from the tail-gating .If someone did not have IN

event first, he/she will not be able to access the device as OUT event.

-Lunch Break / Lock Out: It is a feature to make sure the staff takes their lunch break as the
defined time period. Lunch lockout period is configurable from 1 to 120 minutes. This lockout
period is the time between F1 (LunchIN) and F2 (LunchOUT). User is not granted access

when he fails to meet the above conditions.

-Crowd Control Limit: The number of occupancy limits setting will be displayed at the
device’s LCD IN event ID e.g.IN(5), if there are 5 IN events already, the 6th IN event will be
rejected as “Exceeded Occupancy Limit” until there is an OUT event . ***Standalone mode

support.***
-Fingerprint + Facial: To disable or enable FP+Facial two-factor authentication.

-Gauth mode: To enable or disable Google authentication app. mode
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8.4.3. Terminal List

The “Terminal List” option under “Terminal Settings” can be used to view the list of terminals,
and their respective name, type, serial number and IP Address, as shown below.

S — - ==
e — B & &= —-— -
e ) @ htpy/1921681100/adr O - B € || @ ACTAtekPte Ltd. |

ACTAtek The worldwide leader in Web based technologies

~ Terminal List

No. Description = Type Serial No. 1P Address  Camera Door Last Updated To Second:

1 ACTAtek Primary 00111DADA0C3 192.168.1.100 Camera Unlock Door -

Server List

~ No.  Endpoint URL Connection  Send Log Status. ‘Last Updated Time. Profile

Access Conirol

No record found.

Submit | [Delete | [4ad | [Test Modem Connection

Terminal Settings apyright & 2001-201 ACTAtek Pte Ltd.

0 W

Under ‘Server list’, you can check the Event Logs sending status about the last sync. date
and time with Agent ver.2’s or Access Manager Suite software’s back-end database.
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The Open Door Schedule is a feature to control the open access to the door entrance.
out the parameters in the page to set up the time for the open access time of the door

Fill

entrance.
i - - = g an S s - -
e- || &8 http://192 168.1 100/adr O ~ B c ﬂ B ACTAtek Pte Ltd. |
lACTAtek The worldwide leader in Web based technologies.
~ Open Door Schedule
@ ACTAtek Primary 00111DA040CS 192.168.1.100
ACT#
- S
— - - - . s - - -
e )| @ http://1921681.100/adr O ~ B C || @ ACTAtek Pte Ltd. | ] A
CTAtek The worldwide leader in Web based technologies.
~ Open Door Schedule
Description Type Serial No. IP Address Last Updated To Secondary
ACTAtek Primary 00111DA040C3 102.168.1.100 --
Access Control Enable the following option only if you are connecting a FAIL SAFE type lock or a MAGNETIC lock!

Add Door Open Schedule

Terminal Settings

Schedule of Door No. 1

Sun & & . L] L L L *ae B0
Mon @8 # 8 &8 29 88 28 88 #5 88 20 B8 28 &0
Tue @8 &8 &8 29 88 28 88 #5 58 20 B8 20 &0
Wed@® 8 28 88 20 88 208 88 20 88 28 88 28 88
Thu &8 28 88 & 88 #8 48 28 &8 20 58 59 208
Fri 28 24 28 20 58 4% 28 0 28 20 B8 0 B0
Sat @& s 28 29 88 28 58 8 58 20 B8 00 BN
Hol @8 #8 88 28 88 28 88 20 88 25 88 28 88

# Enzbled » Disabled
Sun Mon Tue Wed Thu Fri Sat Hol Everyday
cay [ O00OOO0O0O0ODOAO0O
From
Time | 00[v]:|00[~]-
Set Disable| v

Madify Door Open Time

To
0a[~] :[28[v]

v

L]

L]

L]

L]

L]

L]
L]

-EEI-WEEIEW-EEIEIEEI---EI---EEI-EI--
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8.4.5. Bell Schedule

The Bell Schedule option needs to be enabled via Door Strike 2 Option under Terminal Setup
page. Once enabled, ACTA4 is able to trigger a bell wired to the door strike 2 connector for

the scheduled time.

r— i £ S -
e = //192.168.1.100/adm O ~ B & || @& ACTAtek Pte Ltd. x |

CTAtek The worldwide leader in Web based technologies.

] ek ~ Bell Schedule

Primary 00111DA0D40C3 192.168.1.100 Enable

v ACTAtek Pte Lid.

1

www.jakinid.com

Add Bell Schedule

Bell Schedule of Door Neo. 1

Day Time Bell Buzzer Duration (s)

[ 1 Mon 12:00 OoN OFF 5

[T 2 Tue 12:00 on OFF 5

1 3 wed 12:00 OoN OFF 5

[1 4 Thu 12:00 oM OFF 5

(| 5 Fri 12:00 onN OFF 5
Delete

Sun Mon Tue Wed Thu Fri Sat Hol Everyday
sy [ OO OODOOOO
Time o [~]:[on[+~]

Set [Beion  [+]
Duration Esl[

[Modify Bell Schecuie

e- )| @ httpy//192.168.1.100/adm O ~ B C || @ ACTAtek Pte Ltd. |
CTAtek The worldwide leader in Web based technologies.
). Description  Type  SerialNo.  IP Address  Bell Status
] ACTAtek Primary 00111DA040CS 192.168.1.100 Enable
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8.4.6. Terminal Clock

The “Terminal Clock” can be modified according to the region you are in. It is extremely useful
to have a correct timing for all time attendance purposes or for reporting purposes since that’s
the time the system will record for any access.

Terminal Clock

Time Zone Asia/Hong_Kong +08:00 v | (Time Zone data version: 2021a)
Current Date  2023/10/08 (vyyy/mm/dd)

Current Time 133227 (hh:mm:ss)

DST Info No Info

New Date (vyyy/mm/dd)

New Time (hh:mm:ss)

Oon ® off

Auto Adjust  'gp’ - Automatically use your PC date/time to adjust
'Off' - Manually type in the date/time

Enable SNTP

Sntp server  lime-a-g nist.gov (Input NTP servers, separate with space)

Set

If the SNTP (Time server) is enabled, then the ACTA4™ will sync. its time with SNTP server
each 3 hours.

Note: The device will automatically re-sync. the Terminal Clock with SNTP server after each
reboot if SNTP was enable before.

If the SNTP is disabled, the ACTA4™ will either have to follow the time on the PC or a time
can be set for the device according to the local time settings.

To let ACTA4™ to follow the time on the PC, select “On” for Auto Adjust. To disable this auto
adjust, select “Off” and the time setting will be available for users to input the “New Date” and
“New Time”. Click ‘Set Time’ to set the device’s date/time after “Auto Adjust” finished.

Besides, please select the correct Time Zone where the device was installed at which region.

Click “Set” to save any modifications made.
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If ACTA4 was connected to the external 1/0 board, you can see the connection status at
external devices page.(Note: The device will automatically detect the external 1/O board once

powered on and connected.)

Add New External Reader

cternal Re PST g

Mifare [ w] 1 [+¥]
Add |
.Extemal Reader List
Ll Reader Type
Select All | Deselect All

Total O Readers

De gle 3 Claar

External Secured Relay List

1 1,

Total 1 Relays

External IO Board
[No External I/0 Board connected ]

Refresh

Trigger

[ | B |t
G | & http//192.168.1.100/adminbir O ~ B & \ & ACTAtek Pte Ltd . i §53
5 CTAtek The worldwide leader in Web based technologies.
~ External Devices ~

o T e T T S R BT T S|
N [~] O o500 [w] (|

Ignore Quick Access Baud Rate  External Secured Relay  FW Vers

by ACTAtek Pte Ltd.

8.4.8.

DDNS

First, please sign up a DDNS account e.g. http://www.noip.com/

After that,you will have the below Login detail to be entered into the device's DDNS page.
And then click [Submit] button. The device will run the DDNS client to update its current public
IP address to link with the Host Name that you had applied .Once it is done, you can access
to device’s webpage via the signed up DDNS name.

For example:

User name/Email: actatek.sg
Password:actatek

Host name:actatek.no-ip.biz

Note:Please make sure below.

-The device's IP setting is able to access the Internet.
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-If the device was using private IP address (LAN),it will be required to setup the port-
forwarding at the router setting. See the http://setuprouter.com/ about how to configure it.

<« C [ 192.168.1.14/admin.htm

ACTAtek The worldwide leader in Web based technologies

DDNS Settting

DDNS Service Provider No-IP.com M
Username/Email JCimted ey
Password 0 |sssessss
Host Name aciatal Re-ig bic
600

Update interval{seconds)
default is 600 seconds

Submit Reset

DDNS Status Refresh DDNS Status

Thu Apr 3 17:11:47 2014: Inadyn version 1.99.6 —-— Dynamic DNS update client.

Thu Apr 3 17:11:47 2014: Resolving hostname actatek.no-ip.biz => IPF ./L..F oo s
Thu Apr 3 17:11:48 2014: Checking for IP# change, connecting to ipl.dynupdate.no-
ip.com(8.23.224.121)

Thu Apr 3 17:11:49 2014: No IP# change detected, sStill at ... B )

Thu Apr 3 17:21:35 2014: 5TCP command received, exiting.

Thu Apr 3 17:21:42 2014: Inadyn version 1.99.6 -- Dynamic DNS update client.

Thu Apr 3 17:21:42 2014: Resolving hostname actatek.no-ip.biz => IPF L79..0 LL.OET
Thu Apr 3 17:21:42 2014: Checking for IP# change, connecting to ipl.dynupdate.no-

ip.com(8.23.224.121)
Thu Apr 3 17:21:42 2014: No IP# change detected, still at .05, 01E0.87.141

Thu Apr 3 17:34:58 2014: Checking for IP# change, connecting to ipl.dynupdate.no-
ip.com(8.23.224.121)

Thu Apr 3 17:34:58 2014: No IP# change detected, still at _0. 2L 00000

8.4.9. Cloud Storage Service

-See “Appendix E. Cloud Storage Service” for more information.

8.4.10. Short Message Service(SMS)

-See “Appendix F. Short Message Service (SMS)” for more information.

8.4.11. Alert Log Settings

You can configure the alert log settings so that the device will be able to send the system’s
alert event log to the administrator via E-mail or SMS. See below.
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Alert Log Settings

Administrator's Email Address
SMTP Server Address
SMTP Port 0

SMTP Security [STARTTLS v

SMTP User Name - 5 P
Note:please leave it blank if not use user authentication.

S i Note: Please leave it blank if you don't want to change/add the password.

SMTP TEST Send Test Email

Administrator's SMS No

NO. Type Email SMS
1 Door is opened more than 305 O O
2 Bottom case is detached 0O O
3 Primary is offline
4 Duress access D D

Save = Reset

8.4.12. Syslog

You can configure the remote syslog settings to store the device’s system logs to the remote
server. See below.

e - a——
& httpy//182.168.1:100/admin htr O ~ B & H &8 ACTAtek Pte Lid. < |

CT.‘%.I:EI{ The worldwide leader in Web based technologies.

~ Remote Syslog Settings

Remote Syslog: (®) pisable ' Enable
Syslog Server IP Address: |D | |G |. |ﬂ | |[]
Submit.

8.4.13. Backup System Data

Backing up is an essential part of any system. It can provide the added security and flexibility
that is needed for these devices.

With the Backup System Data feature, the system’s configuration files can be saved, so as
www.jakinid.com
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the user data. In general speaking, the user information, event logs, access group, and
triggers will be saved during the backup. In that case, it could help the units share the
configuration with different devices in the network, or rollback to a previous setting when
something goes wrong with the system.

To backup the system configuration, click on “Backup System Data” under Tools from the left

column of options.
» . -

e g htt_:_;-_:_,-_,.-'ulgz_lﬁs.1_1D-E_fci|~.1_|n.i~.tr ,D - B b (2 ACTAtek Pte Ltd.

CTAtEk The worldwide leader in Web based technologies.

Download the system data file:

Dl:i'q:nlos!d-

»ats
Once selected, click “Download” to download the data on to the PC. The system will then
prompt to save the file in the PC, click on the specified location and save the file.
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8.4.14. Restore System Data

If the device may have some issues, and required to restore, you can click “Restore System
Data” option under Terminal in the left column.
- - -

e =) | & http://192.168.1.100/adminhte O ~ B <& || € ACTAtek Pte Ltd. <

~ Restore System Data

Upload the system data file:

| Browse|

Click “Browse” to locate the specified and previous backup system file, once located, click
“Open”.

Then click “Upload” to upload the file back into the system for the previous configuration to
take place.
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8.4.15. Firmware Upgrade

Firmware releases will be carried out on a regular basis. ACTAtek R&D team will continue to
add new features to ACTA4, and provide the download links of the latest firmware for our
clients to download.

To upgrade your unit with the latest firmware, click on “Firmware Upgrade” from the left
column under “Terminal”.

Firmware Upgrade

Current Firmware Version jakinid_4_00.2247
Upgrade Count 4

Upload Firmware:

Choose File | No file chosen

Upload

Click “Browse” to locate the firmware (once downloaded to your machine from our website).
Click “Open” once the file has been located, and “Upload” to upload it to your system. You will
then be prompted to upgrade your system, this should take a couple of minutes. Once
upgraded, please do reboot the unit to take effect the new firmware.

ACTAteK The worldwide leader in Web based technologies

Firmware Upgrade

Current Firmware Version actatek_3_06.2240

Ugedecont 2

« Attendance Report

. 5.1'13 E\fg’:’:‘m Click the button below to begin:

o o .

o [t el

* View User List

: Sis::ﬁ:“";"‘::r Pleaase continue to click "Upgrade " button to start to do the Firmware upgrade. Jakin-ACTatek

+ User Messages
+ Admin Setting

* Authentication/Log
Setup

« Terminal List

+ Access Client Setup

+ Door Open Schedule

« Bell Schedule

+ Connection Profile

+ Terminal Clock

+ External Devices

- DDNS

Storage Service
+ SMS Service
« Alert Log
+ Sysl

mw
+ Download Report
« Capture Fingerprint
+ Remote Door Open
« Reboot

Also from this page, the current firmware version can be seen, and the upgrade count is also
available to show you how many times the system has been upgraded, for your reference
purposes. Once upload is clicked, the system will install the new firmware and your system
will reboot automatically to let the new changes take effect. After the device finished Firmware
upgrade, you can click ‘Log Off’ and re-Login to the device’s Web Ul to check the ‘Terminal
Status’page.
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8.4.16. Download Report

The Download Report option allows for easy download of attendance reports of employees in
CSV or TXT format.

Reports can be downloaded by various different options, as shown below.

e = ~ onlbn - b ey v
e =, l,_:?;_ﬁ hc?_:_._-.,'.192_168.]_li}l.Z)Ladm|n.hu- D~Bc H \% ACTAtek Pte Ltd. » | v o

CTAtek The worldwide leader in Web based technologies.

~ Download Report

Name pLs]
User |
Period From To
e Tocay [~] or 213[v s ] [¥] i~ ]E [»] [¥]
Department Event
Others I ﬂ _. T 'll
Format
Report T[] [Douricad |

Fill in the form to filter the report, or leave it blank for a full report

ACTAtek Pte Lid.

Reports can either be downloaded by:

User Name

User ID

Department

Period

From/To (Date yy/mm/dd)
Event

Format — CSV or TXT

Click “Download” for the report to be downloaded to your system for payroll or other
management purposes.
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8.4.17. Capture Fingerprint

The ACTA4™ can capture fingerprint in real time and help in analysis of why certain
fingerprints are being rejected by the unit or what is causing the rejection. This option helps
the technicians better understand the fingerprint issues and what they can do to improve
readings.

This image is captured via the terminal menu under “User Management” --> “Capture
Fingerprint”. Once the fingerprint is captured, it can be viewed via the web interface, as
shown below.

These images should only be used for analysis purposes, and ACTAtek is not liable for any
mis-use of these images, please also note that all fingerprint data collected can only be used

for scanner analysis with no other purposes.
g &P S |

e =) | @ httpy//192.168.1.100/adminbir O~ B & H @ ACTAtek Pte Ltd. % | |

CTAtEk The worldwide leader in Web based technologies.

(ot Pt ooy |
~ Capture Fingerprint

Fingerprint Capture Time:2013-08-14 11:08:17
Contrast:181804, Dosage: 181804, No. of white:-1095995668

Terminal Settings
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8.4.18. Capture Picture

You can use this feature to take a picture for the staff’'s employee photo or remote door open
with live view or steaming the video to the VMS via RTSP mode.

ACTAtek The worldwide leader in Web based technologies.

Terminal

User Administration

Access Control

Terminal Settings

RTP mode

Terminal key for SRTP |dud|’:x:)(u.|.3bru‘!mN | {30bytes in base64 format)
RTP Target | | {domain(:port))
RTP EPS | R
STUN/TURN | SRTP | {only use when neaded)

SDP file !
RTP status RTSP

Video Camera

RTSP Server mode

W
[
b-]
-

RTP mode options:

+ RTSP Push Mode Streams video to an external RTSP server (e.g., MediaMTX).
Example: rtsp://192.168.1.111:8554/stream

» Video Camera Mode View live video directly from the device settings page.

« RTSP Server Mode Device acts as an RTSP server; access via VLC or other
clients.
Example: rtsp://192.168.1.108:8554/cam
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8.4.19. Remote Door Open

Most organizations or corporations or even small business have visitors coming in and out for
meetings, or to drop parcels, etc. Those visitors are not enrolled in the system since they are
not part of the company’s payroll or should not have access to the office at odd hours.

For these reasons, the Remote Door Open feature comes in handy since visitors do not need
to be enrolled in the unit to gain access, but the reception or someone near a computer can
simply open the door using this feature, which enhances flexibility and convenience of the
system.

To open the door remotely from any computer, click on “Remote Door Open” under Tools,
which will display the following page:

eg &S hitp /71021681 100/admin html D -3 ¢|| 5 ACTAtek Pte Ltd.

}KCTADER The worldwide leader in "Web based technologies.

“~ Remote Door Open

Are you sure you want to open the door?

[ Open The Door |

Capture Network Camera Image

Mo Metwork Cam Found

Once selected, click “Open the Door” to open the door remotely. If successful, the message
“The door is opened” will be displayed.
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8.4.20. Reboot

To reboot the ACTA4 remotely, the 'Reboot' option can be selected.

e é [ & hitp /7192 168 1.100/2dmin heml o -
MCTA‘ER The worldwide leader in Web based technologies.

I| € AcTAtek Pre Ltd.

5]
o

' Reboot

Ara yvou sure you want to reboot the unit?

Terminal Settings

Click on the 'Reboot' button to reboot the unit.

8.4.21. Register

You will be redirected to our support website to register the device’s warranty at our support
website. Please follow up the product registration steps as shown in the webpage.
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Appendix A. Job code feature

Job code is a new feature which allows ACTAtek to provide better capability to integrate
with any third party payroll/HR programs. It is an advance idea that is extended from our
existing trigger features. As before, the trigger feature from ACTAtek only supports up to 40
different descriptions of Event Logs such as IN/OUT/F1 up to F40. Now, with the new job
code feature established, ACTAtek can support up to 4,500,000 different combinations of

Event Log descriptions.

1. Enable Job Code

To enable job code, please go to Terminal Setup -> Miscellaneous -> Job code and
click the button to enable the feature.

Console Display Timeout 30 sec v

Wiegand Configuration

R |
Access Control

|

Wiegand Type

Access Method

Wiegand Output Format

User Facility Code (FC)
Miscellaneous

Terminal Mode

Job Code

Door Strike 1 Option

Jakin '}

Finger Print, Password v

[User ID + Facility Code v

1 (1 - 255)

®) stand Alone

! Access Manager

) pisable ® Enable

() pisable

Relay Delay 2

® Access Granted O Eme rgency Mode

sec (1-20)

Once it is enabled, there will be Job Code setup link popped up Access Control.
—- T

e (' | & hitp://192.1681 100 /admin htm

P~ B¢ | @ acTatekPre Ltd. x|

ACTAtek The worldwide leader in Web based technologies.

www.jakinid.com

~ Job Code
Job Code 1

Job Code 2
Job Code 3

Save ||Undo
job Code

4dd | [Cancsl
job Code List

[ | Job Code

Description Enable

Job Code
Oecoup. Code

Custornise Code

 Select All | Deselect All

Diafate

[]  wiew List
[ wview List

[ Wiew List

® Enable | |pisable

'Enable/Disable
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Under the Job Code setup page, there will be 3 tables sharing in total of 500 sets of job codes.
This means if Job Code table 1 is consuming 200 sets, and Job Code table 2 is consuming
200 sets, then there will only 100 sets available for Job Code table 3.

For each Job Code table, you could assign it with different descriptions.
For instance, in Job code 1, you may put “Job Department” , in Job code 2, you may put
“Occupations” , and etc.

It is not necessary to enable all 3 tables at the same time; you could just choose either 1 or 2
job code table to suit your setup.

To enable the job code table, simply, just click the check box beside the “View List” to
enable the job code table.

2. Add new job code into the table

From the job code setup page, you will see each Job code table has the button called “View
List” (See below picture, pt1). That link allows users to view the job codes stored under this
table. When you click the link, you will see the Job Code List associated with that Job code
table will be appeared at the button of the page (See below picture, pt3). As you wish to add
new job code into this Job Code table, you can simple add it from the Job Code section (See
below picture,pt2).

Job Code
Job Code Settings
Description Enable
Job Code 1 |Deptics O F==C=] +— pt1
Job Code 2 | Decup. Cods E Wiew List
Job Code = | Customize Coos | [ iew List
Szve | | Undo

Job Code L — pt2

Job Code ID Description Enable/Disable
* Enable _‘h Disable

I:rob Code List I G pt3

[] Job Code ID Description Enable/Disable

i | = Restaurant Enabled Set Default
| 2 Front Desk Enabled Set Defaull
|:| 3 Room Enabled S=t Defaull
[T 4 Kitchen Enabled Set Default
|l 5 General Enablad Set Dafault

Select All | Deselect All

To add the new Job Code, just enter the Job Code ID (As the shown on above picture of pt2),
and then mark down the Description. After that, just hitthe “Add” button. Once the new

job code is successfully added into the table, you will see it is being listed under the Job Code
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List (On pt3).
**Note, there is an option called “Set Default” in the Job Code List. This feature provides

an option that when user login and does not enter the job code, the system will automatically
assign the one which has  “Set Default” being activated to the user.

For example, If Job Code ID 1 (Restaurant) is being “Set Default” , then when user “A”
logins without entering the job code, the system will assign him the job code, ID1 for him.

3. Why using Job Code?!

Under the eventlogs lists, the job code events will be recorded in the following format.
#J1(1) #J2(234) #J3(134)#

This indicates that the user logins as job code (001) from job table 1, job code (234) from job
table 2, job code (134) from job table 3, so that such raw data in txt of CSV format could be
easily integrated with any 3rd party systems and analyzed for HR, work force, or payroll
purpose.

For instance, employee A999 is working for different jobs in a hotel, and those jobs are being
paid in different wedges. From 10 am to 12 pm, he is being paid as a house keeper with
hourly rate of $10, and from 12 pm to 6pm, he is being paid as a front desk service with
hourly rate of $12. Without a good tracking system, the mistake may occur from day to day.

But now, with the powerful feature such Job Code Function in ACTAtek, the management
team is easy to manage the human resource and generate the payroll correctly.

All they need to do is setup the job table, and ask user to punch in the job code as they are

coming to work, and ACTAtek will do the rest of the jobs and ensure there no human
mistakes occurring again.
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Appendix B. Emergency Mode

Emergency mode is designed to work with the 3¢ party controller connected to ACTAtek
external I/O board. The 3 party controller will always be the master of the system to control
open and close of the door via ACTAtek external I/O board’s Wiegand output signal.

However, in times of failure of the 3" party controller, the users who were associated and
under emergency department will be granted to open the door during normal authentication.

System setup:
1. System will be require to setup as connect door strike 1 of the 1/0 box to have a "OR"

circuit to release the magnetic lock with host system (3" party controller) as shown on figure 1.

2. Actatek device will send wiegand userid data thought 1/0 box during device authentication
to host system as shown on Figure 1 with pointer RED 1.

3. The host system will authenticate and send granted access to open the door as shown on
figure 1 with pointer RED 2.

4. The Super Administrator Login to ACTAtek device’s Web Ul, and then goes to [Terminal
Setup] to enable door strike1 option as “Emergency mode”. And then go to [View User List] to
click user ID to modify the user’s department as “Emergency” ,and click [Modify] to make the
changes.

After enable “Emergency mode”, only users ID which was under emergency department will
be able to pass the authentication to open the door strike 1 as shown on figure 1 with pointer
RED 3,but other user ID will not be activate the door strike 1.

EMlock
3 party
controller
(host system)
Lsers under Hopst system
emergency departmegnt access granted
command signai to users signal fo °
open ihe door open the door P
i— R —
Wiegand userid informationsend io —
host system for authentication

Figurel . Emergency mode
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Alert Log Settings

Administrator’s Email Address
SMTP Server Address
SMTP Port 0

SMTP Security [STARTTLS ~

SMTP User Name < : S
Note:please leave it blank if not use user authentication.

Sy i i Note: Please leave it blank if you don't want to change/add the password.

SMTP TEST Send Test Email

Administrator's SMS No

NO. Type Email SMS
1 Door is opened more than 305 O O
| 2 Bottom case is detached J J |
3 Primary is offline
4 Duress access D D

Save = Reset

Step6.Login to your E-mail account to check the INBOX. See below as an example.

Note: If you did not receive the emails, please kindly check your [Spam] folder of the email
account.

“' T“ [ “ peler@actatek.com +

Mail . ) More - 1-500f25865 ¢ ) G-
Spam Primavera - Toss with linguini, serve immediately Spam Recipe
Inbox (25,698) ; ; i ; -

me Emergency Email From ACTAtek - 2012/09/27 17:32:42 Bottom Case is Defached! 00111DAQA767 ALERTI It is an emergency email sent from 132
Starred
Important me Emergency Email From ACTAtek - 2012/09/27 17:32:48 Battom Case is Attached! 00111DADAT67 ALERTIN It is an emergency email sent from 13
Sent Mail me Emergency Email From ACTAtek - 2012/09/27 17:32:41 Bottom Case is Attached! 00111DADA767 ALERTII tis an emergency email sent from 3
Drafts (1)

me Emergency Email From ACTAtek - 2012/09/27 17:32:39 Bottom Case is Defached! 00111DAQAT67 ALERTII It is an emergency email sent from 3

=/ ¢ me ACTAtek Log - 168 2012109127 17:32:30 OUT User Message: TimeAttendance@Singapore Offica 132

You are invisible
Go visible me ACTAtek Log - 165 2012/09/27 17:32:21 IN User Message: TimeAttendance(@Singapare Cffice R
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Appendix C. Additional Security Options

Auto IN/OUT:

« Admin users can enable this feature at ‘Authentication /Log Setup’ web page.

Authentication/Log Setup

Log Setup

Log Event O pisable @ Enable [ User Log v
Log Size 500k v

Log Unauthorized Event O pisable @ Enable

Accept Unregistered Smartcard @) pisable ) Enable

Authorized Event

Photo Option for Log
Unauthorized Event

Web Add Record O Disable @® Enable
Accept Unregistered Facial ® pisable O Enable
Authentication

O Disable

@
@® Auto IN/OUT Auto Reset IN/OUT

O Reject Repeated Event in 2 sec(1 - 86400)
Additional Security Options

O Anti-passback (Note: Anti-pass back will be reset at 00.00 hours)

O Lunch Break Lock Out |30 min (1 - 120)
O crowd Control Limit 1 (1 - 65535) Daily reset time 00:00 (hh:mm)
Gauth mode [Disable VI

Submit Reset

*  When this feature is enabled, the trigger set is ‘Auto’.

» Triggers are automatically changed based on previous trigger status of individual
user.

Auto IN: 10.21 Auto OUT: 19.00

The picture above shows how Auto IN/OUT works.
» User login at 10.21 — his trigger is IN and event logs are updated

» User logout at 19.00 hours — his trigger type is automatically changed to OUT and
event logs are updated.

Following screen shots shows the Time Attendance report and event logs:

www.jakinid.com
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Reports 1 of 1

<% £ 1 » ==

User ID MName Date Weekday ézt Total Working Hours
. 10:21:06
1 7388 -- 2012,/03/16 Friday 10:00: 12 8.65
Reports 1 of 1 <€ €1 > >>
Event 1-2 of 2 <4 £ 1 > 3>
User ID MName Department Date Time Event Terminal Remark
1 7588 -- General 2012/03/16 19:00:12 ouTt ACTAtek #SMC(5N:74DDF 1EE) #
z 7588 -- General 2012/03,/16 10:21:06 IN ACTAtek #5MC(5N:74DDF 1EE) #

Event 1-2 of 2

<€ = 1 > »»

Reset feature for Auto IN/OUT, if enabled, resets trigger at midnight (00.00 hrs)

e@ [ €8 http://192 1681 100 admin heml £~ B || @ ACTAtek Pte Ltd.
ACTAtEk The worldwide leader in Web based technologies.
~ Authentication/Log Setup
Log Setup
Log Event ) pisable ® Epable
Log Size ek
Log Unautharized Event (®) pisable ) Enable
Accept Unregistered Smartcard ® pijsable . Enable
M it e ] Authorized Event
Dse e Sasmt
- Authentication
) Disable
® puto IN/OUT || Auto Reset IN,/OUT
Additional Security Options ) Reject Repeated Event in | sec{1 - 85400)
) anti-passback {Mote: Anti-pass back will be reset at 00.00 hours)

Swubmit Reset

Consider the following case:
DAY 1

) Lunch Break Lock Out | Imin (1 - 120)

Auto IN: 9.00

DAY 2

I
¥
Auto IN - 9.00

Auto OUT - 18.00

* On Day 1, user login, the trigger is Auto IN, event logs are updated.

» User forgets to logout (due to tailgating).
www.jakinid.com
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» As the Reset option for Auto IN/OUT is enabled, the triggers are reset over midnight
* Next day when the user login, the trigger is Auto IN, as per usual.
» Attendance for Day 1 is not calculated as there is no OUT trigger.

Following are the Time attendance and event logs screen shots

Reports 1-2 of 2

User ID Mame Date Weekday
1 7588 -- 2012/03/16 Friday
2 7588 == 2012/03/17 Saturday

Reports 1-2 of 2

Event 1-3 of 3

User ID Mame Department Date Time
1 7588 - - General 2012/03/17 18:00:12
2 7588 - - General 2012/03/17 09:00:09
2 7588 - - General 2012/02/16 00:00:12

Event 1-3 of 3

Reject Repeated Event:

<< < ] > 3>

In .
Total Working Hours
Out 9
09:1_113:12 0.00
00:00:09
18:00:12 LEL
<4 £ 1 > >
€€ £ 1 > >
Event Terminal Remark
ouT ACTAtelk #SMC(SN:?4DDF1EE]#
IM ACTAtel #SMC(SN:?4DDF1EE]#
IM ALCTAtek #EMC(SN:7F4DDF1EE) #

< =] > 3>

* Admin user can enable this feature at ‘Authentication/LogSetup’ web page.
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Authentication/Log Setup

Log Setup

Log Event O pisable @ Enable [ User Log v
Log Size 500k v

Log Unauthorized Event O pisable ® Enable

Accept Unregistered Smartcard @ pisable ) Enable

Authorized Event

Photo Option for Log
Unauthorized Fvent

Web Add Record O Disable @® Enable
Accept Unregistered Facial @ Disable O Enable
Authentication

O pisable

~
@) Auto INfOUT Auto Reset IN/OUT

@ Reject Repeated Event in 2 sec(1 - 86400)
Additional Security Options

O Anti-passback (Note: Anti-pass back will be reset at 00.00 hours)

O Lunch Break Lock Out |30 min (1 - 120)
O Crowd Control Limit 1 (1 - 65535) Daily reset time 0000 (hh:mm})
Gauth mode [Disable Vl

Submit Reset

* Reject repeat event duration in seconds has to be fill in, maximum duration being
86400 seconds. This duration is for the ‘Reject repeat event’ to be effective. When
the duration is set to ‘0’, ‘Terminal setup failed — Invalid Limit for Reject repeated log’
message would be displayed on web Ul and the duration would be infinite.

» When this feature is enabled, the device detects repetition of any trigger type within
the specified duration.

» Consider the following situation:

| | ] I

F1- 18:53:20 F1-18:53:27 IN- 18:53:42 F1-18:53:48

- .
-
Reject repeated login

* User login using F1 trigger at 18.53.20

* He once again login using same trigger (F1) within 8 seconds. The device
responds “Reject Repeated Login”.

www.jakinid.com
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Following is the screenshot of event logs.

Event 1-4 of 4

User ID Name Department
1 7588 - - General
2 Fags -- General
3 i1 1] -- General
4 F5gs -- General

Event 1-4 of 4

www.jakinid.com

Date Time
2012/03/15 18:53:48
2012/02/15 18:52:42
2012/02/15 18:52:27
2012/02/15 18:52:20

» But the subsequent login after the specified duration, will be successful and
eventlogs are updated.

Event Terminal
F1 ACTAtek

IN ACTAtek
REJECTED ACTAtak
F1 ACTAtek

€ £ 1 > >
Remark
#5MC(SN:74DDF1EE) #
#SMC(SN:74DDF1EE) #
#SMC(SN:74DDF1EE) #
#SMC(SN:74DDF1EE) #

L2 B S
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The main purpose of anti- pass back system is to prevent a card holder from passing their
card back to a second person to gain entry into the same controlled area. This also improves
the accuracy of roll call ‘Last Known position’ reports and deters tailgating. Anti- pass back
sequence being ‘IN-OUT-IN-OUT-IN-OUT". If the user logs IN using his card and then passes
his card back to a friend, the card would not work the second time. Because the attempt to
use card second time would create IN-IN sequence that is violation of anti-pass back rules.
Admin users can enable this feature at ‘Authentication/Log Setup’ web page.

Authentication/Log Setup

Log Setup

Log Event

Log Size

Log Unauthorized Event

Accept Unregistered Smartcard
Photo Option for Log

Web Add Record

Accept Unregistered Facial

Authentication

Additional Security Options

O pisable @ Enable [ User Log v
500k v~

@) Disable @ Enable
@® pisable O Enable
Authorized Event

Unauthorized Fvent

O Disable @ Enable

O] pisable O Enable

O pisable

)

“ Auto IN/OUT Auto Reset IN/OUT

(O Reject Repeated Event in sec(1 - 86400)

@ Anti-passback (Note: Anti-pass back will be reset at 00.00 hours)

O Lunch Break Lock Out |30 min (1 - 120)
O Crowd Control Limit 1 (1 - 65535) Daily reset time 0000 (hh:mm})
Gauth mode [Disable Vl
Submit Reset
Consider the following case:

IN

» This is the normal anti-pass back sequence.
» Aslong as the user follows ‘IN-OUT-IN-OUT’ sequence, there will be no violations.
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Consider the following case:

IN ouT IN

8
A4

Anti-pass back
violation

» User login (FP/Smart card/password user), upon successful authentication, event
logs are updated.

» User login once again, the sequence ‘IN-IN’ is generated which is anti-pass back
violation. And hence an error message “Anti-pass back violation” would be displayed
without granting access to the second user and event log (rejected event) will be
updated.

Following is the screen shot of event logs being generated:

Event 1-4 of 4 L - 4
User ID Mame Department Date Time Event Terminal Remark
1 Fogg -- General 2012/03/15 18:33:28 IN ACTAtek #SMC(SN:74DDF1EE) #
2 7588 -- General 2012/03/15 18:33:23 ouTt ACTAtek #5MC(SN:74DDF1EE) #
3 75ag -- General 2012/03/15 18:33:06  REIECTED ALTAtek #EMC(SN:74DDF1EE) #
4 7588 -- General 2012703715 18:33:01 IN ACTAtek #SMC(SN:74DDF 1EE) #
Event 1-4 of 4 L - 4

Following is another example of anti-pass back violation:

IN ouT

Anti-pass back
violation

Anti-pass back is reset at midnight 00.00 hours.
Consider the following condition:

www.jakinid.com
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IN ouT IN

9.00 13.00 15.00

» User login using IN trigger, upon successful authentication event logs are updated.

» User logout using OUT trigger, event log is updated.

» User login once again ‘IN-OUT-IN’, user is granted access and event log is updated.

» Butthe user forgets to logout due to tailgating.

* Next day when the user login, he is granted IN access as per usual, as the triggers
are reset in midnight (00.00 hours).

Following is the screen shot of event logs being generated:

Event 1-4 of 4 < €]l > >
User ID Name Department Date Time Event Terminal Remark
1 7588 -- General 2012/03/16 09:00:08 IN ACTAtek #SMC(SN:74DDF 1EE) #
2 7588 -- General 2012/03/15 15:00:11 IN ACTAtek #SMC(SN:74DDF 1EE) #
3 7588 -- General 2012/03/15 13:00:13 ouTt ACTAtek #SMC(SN:74DDF 1EE) #
4 7588 -- General 2012/03/15 09:01:01 IN ACTAtek #SMC(5N: 74D DF 1EE) #
Event 1-4 of 4 << <]l > >

Lunch Break / Lock Out:

Admin user can enable this feature @ ‘Authentication/Log Setup’ web page.
Lunch duration called ‘lock out’ can be fixed between the range 1 to 120 minutes. Default
value being 30 minutes.

www.jakinid.com
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Authentication/Log Setup

Log Setup

Log Event O pisable @ Enable [ User Log v
Log Size 500k v

Log Unauthorized Event O pisable ® Enable

Accept Unregistered Smartcard @ pisable ) Enable

Authorized Event

Photo Option for Log
Unauthorized Fvent

Web Add Record O Disable @® Enable
Accept Unregistered Facial ® pisable O Enable
Authentication

O pisable

~
@) Auto INfOUT Auto Reset IN/OUT

(O Reject Repeated Event in sec(1 - 86400)
Additional Security Options

O Anti-passback (Note: Anti-pass back will be reset at 00.00 hours)

@ Lunch Break Lock Out [30 min (1 - 120)
O Crowd Control Limit 1 (1 - 65535) Daily reset time 0000 (hh:mm})
Gauth mode [Disable Vl

Submit Reset

All the triggers are available to the user when this feature is enabled.

Following are the triggers used to implement the logic:
1. IN — This trigger is considered for user login, IN time is recorded for generating

attendance report.

2. OUT - This is considered as user logout and OUT time is recorded for generating
attendance report.

3. F1 — Lunch IN trigger. Only the first lunch IN time will be recorded. This time can be
viewed and Reset @ ‘View User List/Modify User’. The first lunch IN time is used to
calculate the lock out duration for individual user. First lunch IN time will be reset for
all the users, every midnight at 00.00 hours.

4. F2 — Lunch OUT trigger. User is allowed to use F2, only when he has first lunch IN
time and has over lock out duration. Upon successful lunch OUT, the first lunch IN
time will be reset, thus allowing user to have second lunch in.

Consider the following case:

F1-13.00 F1-13.15 F2 - 14.00 F1-15.00 F2-15.30 OUT-18.00

IN -9.00

» Userlogin at 9.00 hours and logout at 18.00 hours
» Firstlunch inis at 13.00 hours.

www.jakinid.com
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» The subsequent F1 triggers will not be considered for calculation of lock out period.
But event logs will be updated.

Following is the screen shot of attendance report and event logs being generated:

Reports 1 of 1 £ ]l > »n
In In LunchIn LunchIn q
User ID Name Date Weekday out Out LunchOut  Lunchout Total Working Hours
Coodem o e/eyis Twedey  Sheml O s imenn
Reports 1 of 1 << <1 > >
Working Hours (18.00 - 9.00 ) = 9 hours
Lunch 1 (14.00 - 13.00) = 1 hour
Lunch 2 (15.30 - 15.00) = 0.5 hour
Total working hours (working hour - (lunch 1 + lunch 2))
(9-(1+0.5) =75
Event 1-9 of 9 g £ 1l > >
User ID Name Department Date Time Event Terminal Remark
1 1981 -- General 2012/03/15 18:00:50 ouT ACTAtek #FP#
2 1981 -- General 2012/03/15 18:00:43 IN ACTAtek #FP#
3 Unknown User -- -- 2012/03/15 18:00:36  REJECTED ACTAtek #FP(ID:)#
4 1981 -- General 2012/03/15 15:30:14 F2 ACTAtek #FP#
5 1981 -- General 2012/03/15 15:00:13 31 ACTAtek #FP#
6 1981 -- General 2012/03/15 14:00:15 F2 ACTAtek #FP#
7 1981 -- General 2012/03/15 13:15:16 F1 ACTAtek #FP#
8 1981 -- General 2012/03/15 13:00:13 Fi ACTAtek #FP#
9 1981 -- General 2012/03/15 00:00:13 IN ACTAtek #FP#
Event 1-9 of 9 £ £l > >
Consider another example:
| | | | | | | | | |
T \ T \ \ I I \
IN'9.00 F113.00 F113.15 F413.30 F313.45 F214.00 F115.00  F615:30 F216.00 0OUT 18.00
» User has used several triggers throughout the day.
» Logic to generate Attendance report still remains the same.
Following are the screen shots of attendance report and event logs:
Reports 1 of 1 << <1 > »>
User ID Name Date Weekday (gEt é:t LII:::::'I::gEt LILl::::'I::gEt Total Working Hours
Cozme o zeizeosis Thedey  SANID RS aumeas e
Reports 1 of 1 << < 1 > >
Working hours (18.00 - 9.00) = 9 hours
Lunch 1 (F2 - F1)

(14.00 - 13.00) = 1 hour
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Lunch 2 (16.00 - 15.00) = 1 hour

Total Working hour (Working hour - (Lunch 1 + Lunch 2))
(9-(1+1))=7hours

Event 1-11 of 11 B B -
UserID MName  Department Date Time Event Terminal Remark

1 7588 -- General 2012/03/15 18:00:13 out ACTAtek #SMC(SN:F4DDF1EE) #

2 F5gs -- General 2012/03/15 16:00:14 F2 ACTAtek #SML(SN:74DDF 1EE)#

3 7588 -- General 2012/03/15 15:30:16 F6 ACTAtek #SML{SN:74DDF LEE) #

4 7588 -- General 2012/03/15 15:00:18 Fi ACTAtek #SMC(SN:74DDF1EE) #

5 7588 -- General 2012/03/15 14:00:26 F2 ACTAtek #SML(SN:74DDF 1EE) #

& 7588 -- General 2012/03/15 14:00:18 IN ACTAtek #SMC{SN:74DDF LEE) #

7 7588 -- General 2012/03/15 13:45:14 F3 ACTAtek #SMC{SN:74DDF LEE) #

8 F5gs -- General 2012/03/15 13:30:11 F4 ACTAtek #SML(SN:74DDF 1EE)#

] 7588 -- General 2012/03/15 13:15:11 F1 ACTAtek #SMC(SN:74DDF LEE) #

10 7588 -- General 2012/03/15 13:00:15 F1 ACTAtek #SMC{SN:74DDF LEE) #

11 7588 -- General 2012/03/15 09:00:12 IN ACTAtek #SML(SN:74DDF 1EE) #
Event 1-11 of 11 <€ =1 > >

Consider another example:

| | |

IN -9.00
OuUT - 13.00 F1-13.30

Always the lunch IN/OUT time lies within user log IN/OUT range.
If the Lunch IN (F1) trigger happens after OUT trigger, then it is considered as invalid entry.

Error message: Invalid Entry

Working Hours: (13.00 - 9.00) = 4 hours
Total working hours: 4 hours
Reports 1 of 1 £ £ 1 > 3>
UserID MName Date Weekday E:Et Total Working Hours
1 7588 -- 2012/03/15 Thursday ':gf::f:f 4,00
Reports 1 of 1 € € 1 » >

First lunch IN time for all the users will be reset at midnight (00.00 hours).
Consider the following case:
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IN -9.00

* Useris having a valid IN and OUT event.

F1-13.00

OuT-13.30

» But after lunch IN, the user forgets to do lunch out due to tailgating.
» User logs IN the next day. For lunch out authentication, the first lunch in made by the
user after 00.00 hours will be considered for calculation and not the lunch IN time that

he made the previous day.

Following is the attendance and event log screen shots:

Reports 1 of 1

User ID MName Date Weekday Out
00:00:11
1 7588 - - 2012/03/15 Thursday 13:30:10
Reports 1 of 1
Event 1-3 of 3
User ID Mame Department Date Time Event
7588 - General 2012/03/15 13:30:10 out
2 7588 Genaral 2012/03/15 13:00:14 F1
E] 7588 General 2012/03/15 09:00:11 IN

Event 1-3 of 3

www.jakinid.com

<< =] > »>

LunchIn .
LunchOut Total Working Hours
13:01_1:14 4.50
o< < 1 > >
L 2] > B
Terminal Remark
ACTAtek #SMC(SN:74DDE1EE) #
ACTAtek #SMC[S5N:74DDF LEE) #
ACTAtek #SMC(SN:74DDF1EE) #

<€ ] > >
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Appendix D. Cloud Storage Service

Step1. Login to your personal or company's Google Drive account.
https://drive.google.com/

Step2. Create a "new spreadsheet".

+Peter Search Images Maps Play YouTube N

Google

Drive New folder
E Meet your Drive
| » B Document e is the home for all your
Presentation your PC, you can sync fil

=] Spreadsheet |!r to My Drive.
i Form _

8 Folder
Maore 4
'LE
& Quotation Shared

From template...

Step3.Download and import the "template event log file" ,and then "open" a new spreadsheet.
See below.

Note: Download link of “template eventlog file’
http://www.actatek.com/Downloads/ACTA4/support/template%20eventlog.csv

C' & hitps://docs.google.com/sprea

Untitled spreadsheet

File = Edit Wiew Inset Format Data Toc

Share. ..
fx Mew »
1 Open... Ctrl+0
2 Rename...
3
4 Make a copy...
: Import...
7
8 See revision history  Ctrl+Al+Shift+G
190 Spreadsheet settings. ..
LAl
12 Download as [
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Importing: template eventlog.csv

Import action

Create new spreadsheet

Insert new sheet(s)

Replace spreadsheet

Replace current sheet

Append rows to current sheet

Replace data starting at selected cell

Separator character
® [Detect automatically

Tab
Comma

Custom:

Convert text to numbers and dates

® Yes

Mo

Cancel

Rename the imported CSV file

& | () @ | https;//docs.google.com/spreadsheets/d/1bPERW1uueDTqOryKKZIBY O geoxDrzzkHyl0WzaCgqZM/edit¥ al +|-(Q
actatek_event_logs |
File Edit View Inset Format Data Tools Add-ons Help Last edit was seconds ago
e AT o % 0 00123 Arial - w - B ZISA. @ -H- E-41-|-- co HM
Jo | rid
A B c D E F G H |
1 nd .userid terminalsn eventid event method createdate datetime image
2
3
4
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Step4. Login to ACTAtek webpage,and go to [Cloud Storage Service] webpage.

€« |~ i 192.168.1.36/admin.html

ACTAteK The worldwide leader in Web based technologies.

Cloud Storage Service

Login Setup

Cloud Storage Service Disabils =1

CLIENT_ID

CLIENT_SECRET

Spreadshect Key

wWorksheet ID

Photo Collection - eel]

uUpload Data Field

Enable Field Mame
UserlD
Timestamp
Local Timestamp

EventID

Remark

1

TerminalsSN

Submit Resst

Stepb. Select [Google Drive],and then enter the below information, and then click [Submit]

Client ID :742322396338-lovr53mgvk9vcir13dg7Iighbfémi220d.apps.googleusercontent.com
Client Secret:v8Rm1GYdIRaQ7n80EzbuA9Z3

Spreadsheet Key:1bPEKW 1uueDTqOryKKZIBYOgeoxDrzzkHyl0WzaCggZM

(see below as an example)

€& (i) @ | https;//docs.google.com/spreadsheets/d/1bPEKW1uueDTqOnKKZIBY O geoxDrzzkHyl0WWzalgqZM/edits ¢ ¥ |Q

actatek_event_logs |

File Edit View Inset Format Data Tools Add-ons Help  Last edit was 7 minutes ago

e AT e % o0 0015 Al - n - BISA. & -H- E-1-»- eoFE
fr | rid

A B C D E F G H

1 Ind .userid terminalsn eventid event method createdate datetime image
2
3
4

Worksheet ID: 0
Photo Collection: photo
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Step6. Click [Get Google authorize] link.
»***Make sure that the device’s IP settings which were correctly configured, and be
able to access Internet.*****

AC TAte k The wotldwide leader in Web based technologies.

Jakin '}

Cloud Storage Service
[Cloud Service Setup Successful]

Get Google authorize

Login Setup

Cloud Storage Service
CLIENT_ID
CLIENT_SECRET
Spreadsheet Key
Worksheet ID

Photo Collection

Upload Data Field
UserID
Timestamp
Local Timestamp
EventID
Remark
TerminalSN

Submt | [ Reset

[ Google Drive EI

(742322356338 lovrSimgvkSvcir13dgTighbfEniz20d appe googleusercontent.com
VERmIGYdIRaQ7nS0EbUASTS

| 1BPEk W 1ueDTqOryKIZIBY OgeonDrazk HylOWzaCgaZl

0

[pheto

6.1 Click [Link to Google Login] ,and then it will open a new page to ask for the access
permission for the device.

€ | P () 192168136/adminhtml

ACTAtek The worldwide leader in Web based technologies.

Terminal Settings

www.jakinid.com

Google Authentication Setup

Link to Google Login

Paste the code in the box after grant access

KEY

Submit Reset
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6.2 Click [Allow] to grant the access Google Spreadsheets permission for ACTAtek device.
i
|
= Jakin Cloud Access would like to:
@ View and manage your spreadshests in Google Drive

@ Manage your photos and videos £

By cheking Allow, you allow this app and Gocgle to use yoar information m accordance
wlh ther respecive ferms of service and prvacy polcien You can change this and
other &zcount Permissions at any fme

Dany

Once done,copy the “authorized code” ,and then paste to the device. And then click
[Submit],wait for the [Google Authentication Setup Successful] message, and then click
[Back to Cloud Setup]. See below as an example.

*= & | hit sccounts google.com e
Google
I 3 =R
Takg4dBDARhICQNEWESMATLHZ-NURe - pHS I 5m
€ | P (0| 192168.1.36/admin html -

AC TAte k The worldwide leader in Web based technologies.

Google Authentication Setup

Link to Google Login
Paste the code in the box after grant access

KEY 42k g4dEDFhhICGNKwE4mATLHz- NUReC-pHE1bs45me]

Access Control Submit | | Reset

Terminal Settings

www.jakinid.com
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AC TAtE k The worldwide leader in Web based technologies.

Tf’"""a'_ - — Google Authentication Setup

[Google Authentication Setup Successful]

——
¢ Back to Cloud Setu

Step7. Click [Submit] button once,and then click [Reboot] button. After the device was
rebooted,the device will start to push the device’s Event Logs to the Google Spreadsheets.

ACTAtek The worldwide leader in Web based technologies.

Cloud Storage Service

Get Gooagle authorize

Login Setup

Cloud Storage Service i Google Drive E]

CLIENT_ID 742322356338-lovrS3mgvkBvciri 3dgTighbfémi220d. 2pps.goog leusercontent.com
CLIENT_SECRET VERmIGYdIR=Q7nE0EZbUASZ ' T

Spreadsheet Key 16PEKW1uu=DTaOryKKZIBYOgecxDrzzk HyllWWzaCgaZM

Worksheet ID |0

Photo Collection | phote

Upload Data Field
UserlD
Timestamp

Local Timestamp

EventID
Terminal | Remark
= ] TerminalSN

ot et |

www.jakinid.com
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Step8.After the device reboot, the user can start to access the device to generate new event
logs which the new event logs will be pushing to Google drive file. You can open your Google

Doc link to check the event logs any time from any place. See below as an example.

actatek_event_logs |

File Edit View Inset Format Data Tools

&P o

rid
A
1 nd .userid
2 15
3 15
4 15
5 15
6§ 14
7 14
8 15
] 14
10 15
1 14
12 26
13 26
14 26
13 27
18 27
17 27
13 7
19 27
20 27

www.jakinid.com

% .0_ .00 123-  Arial
-

=
terminalsn
777 00111DAD40B6
777 00111DAD40B6
777 00111DAD40B6
777 00111DAD40B6
48888 00111DA040B6
38888 00111DA040B6
777 00111DAD40B6
38888 00111DA040B6
777 00111DAD40B6
38888 00111DA040B6
48888 00111DA040B6
38888 00111DA040B6
48888 00111DA040B6
TT777 00111DA040B6
TTT7T 00111DA040B6
TT777 00111DA040B6
TTT7T 00111DA040B6
TT777 00111DA040B6
TTT7T 00111DA040B6

aventid

Add-ons

D

Help

JEEP R R N A U O R O O O R O I T T

method
FP
FP
FP
FP
FP
FP
FP
FP
FP
FP
PWD
FP
FP
FP
FP
FP
FP
FP
FP

I
)
o
’

T
b

createdate

2016-08-26 16:50:46
2016-08-26 16:50:52
2016-08-26 16:50:56
2016-08-26 16:51:01
2016-08-26 16:51:05
2016-08-26 16:51:10
2016-08-26 16:54:18
2016-08-26 16:54:22
2016-08-26 16:57:27
2016-08-26 16:57:31
2016-08-26 17:08:25
2016-08-26 17:08:51
2016-08-26 17:08:56
2016-08-26 17:09:21
2016-08-26 17:09:26
2016-08-26 17:09:31
2016-08-29 17:55:20
2016-08-29 17:85:27
2016-08-29 17:55:59

o ]V -Z-

datetime

2016-08-26
2016-08-26
2016-08-26
2016-08-26
2016-08-26
2016-08-26
2016-08-26
2016-08-26 16:54:22
2016-08-26 16:57:27

16:50:46
1
1
1
1
1
1
1
1
2016-08-26 16:57:31
1
1
1
1
1
1
1
1
1

6:50:52
6:50:56
6:51:01
6:51:05
6:51:10
6:54:18

2016-08-26 17:08:25
2016-08-26 17:08:51
2016-08-26 17:08:56
2016-08-26 17:09:21
2016-08-26 17:09:26
2016-08-26 17:09:34
2016-08-29 17:55:20
2016-08-29 17:55:27
2016-08-29 17:53:59
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Appendix E. Short Message Service(SMS)

Step1.Login to ACTAtek Web Admin Page and then go to [Terminal]->[SMS Service] .See

below.
& ™ - W W

e- & http://192.168 1. 100/zdminhtr O ~ B & i| & ACTAtek Pte Ltd.

CTAtek The worldwide leader in Web baszed technologies.
~ Short Message Service(SMS)
SMS Service SMS.sg W

SMS User ID actatel. support
SMS Password ssss

Submnit | Resat |

Note1: Make sure that ACTA4’s IP settings are correct, and can access the Internet
Note2: The “SMS User ID “and the “SMS Password” can get from http://SMS.SG who
provided the SMS Gateway Services. More information can be found at their website at

http://SMS.SG

Step2.Go to [User Messages] to set up the User Message and select [Notify to SMS] . See
below.

e & http://192.168.1.100/admin.htr O v_@ C || & ACTAtek Pte Ltd.

—— ——

CTAtek The worldwide leader in Web based technologies.

~ User Messages
[Add New Message Successful]

Add New Message
[Aaccept 5 lines of texts: 25 Latin characters or 12 CIK characters per line with line-wrapping]

User ID 163
Time Attendance
User Message
Character(s) Left: 125

Show On LCD Screen I:I Send to Email E Motify to SMS |+5535562752

Submit | |[Reset
Message List

[ ] MNo. ID MName User Message LCD Email SMS

l:l i 168 David Wong Time Attendance - - -
Select All | Deselect All
Delete

I:I Dzlete the message after display once

Confirm

www.jakinid.com
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Step3(Optional): You can also set up on sending the Alert Log via SMS or email and then
click [Submit] . See below.

CTAtek The worldwide leader in Web based technologies.

- -

5 ~ Alert Log Settings

= !

L ]

L Administrator's Email Address | admin@actatel com

: Administrator's SMS No +5505562380

Access Control ~NO. Type - Email
i i Door is opened more than 305 D
2 Bottom case is detached
3 Primary is offline
3 Duress access
Submit

Example. User ID: 111 access the ACTAtek Unit as “IN event” .The ACTAtek will send the
SMS via http://SMS.SG services provider to the mobile phone number directly. See below.

il SingTel 3G 4:02 PM = 50% W

|. Call Add to Contacts
Saan 20T 302 I

“User ID: 111 is clock: IN at
| 2010/01/22 16:01:33

www.jakinid.com
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Appendix F. FingerPrint enrollment notes

God)

Use either your Index, Middle or
Ring finger, when enrolling and
verifying your fingerprint. Avoid
using the Pinky finger, as it is
typically difficult to align it
properly and consistently.

Choose a fingerthat can produce
the best fingerprint.

LF The ACTAtek does not store a picture of your ane rprint.

2 Locating The Fingerprint

The “core” of a fingerprint is defined as the point -
located within the inner most recurving ridge. @

It is extremely importantthat this area is identified,
and placed onthe centerof the fingerprint scanner
during the enroliment and verification of your fingerprint.

3' Prepare The Finger for Enrollmer o
When enrolling and verifying with your
fingerprint it is important that your finger be

clean. Itis also recommended that the finger
be relatively undamaged and without scars.

¥ Washing your hands with moisturizing
soap and using hand lotion will also improve
accuracy!

Step 4: Finger Placement

When placing your finger on the scanner, make sure that the
location of the “core”, located in Step 2, is making direct contact
with the scanner. Apply medium pressure, or justenough to
flatten the skin on your finger.

www.jakinid.com

119



Jakin '}

Appendix G. Job Costing dialogues (New Job Code)

Job costing dialogues is another new feature which allows ACTAtek to provide better
capability to integrate with any third party payroll/HR programs. It is an advance idea that is
extended from our existing Job Code feature. As before, the Job Code feature from ACTAtek
is required the admin user to pre-configure the Job Code tables, and its description first to
make it work. Now with job costing dialogues feature, the admin user only need to enable this
feature and the user can start to use it.

1. Enable New Job Code

To enable job code, please go to [ Triggers] ,and click [F1] to enable the feature.

I Ad 1 [0 == - = T

Fi7 F17 E38 F38
Attendance Report — —
Daily Repo Ei8 Fi8 E39 F39
View Event Log F1 Fi9 F40 F40
View Log View Log

Reset All Trigger Schedule | |Disahle Repeat Trigger List

Trigger Details
[Modify Trigger Successful]

..... Trigger F1
Trigger Name |F1 Max. 12 characters

Disable

Terminal Setup Disable

Authentication/Log
Setup

Terminal List
e S oolotlozloslosfosloslo7 oslosfiolial12[iafi4l1s]16i 718 1901 l22]e3)

inection SRIEE N Mon - —--- - ------ -~ - -~ - - - - - -
ermina
External D

- (=] L]

Click [Modify] to enable it..

2. Access the device to enable it

Once the new Job Code was enable,the Users can press [F1] key first to change the device's
trigger name to [F1],and then access the device via their enrolled FingePrint/Smart Card or
Password . After that,the device's LCD screen will ask the users to key in the first "Job
Number" (max 9 digit) ,and then press [Enter] key,and then the device will ask to enter the
second "Job Code" (max 5 digit) to finish their time records together with the users' key-in job
costing dialogues info.

www.jakinid.com
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3. View the Event Log

When the admin user Login to device's webpage to [View the Event Log] or use the 3rd
party's middle-ware to download the Event Logs data,they can use the "remarks field" to
check the job costing dialogues info. for their HRMS or PayRoll software integration.

€ - ¢ [[) 192.168.1.21/admin.html

ACTAtek The worldwide leader in Web based technologies.

Jakin '}

Access Control

| Event Log
Name ID
User 2nd.User key in "Job Code"
Period From To (max 5 digit)
Time Today ': or 2014 v | 11 v | v 2014 ¥ | 11 v | v A
Department Event
others v v 1st.User key in "Job Number"
(max 9 digit)
Fill in the form to filter the report, or leave it blank for a full et
report Access Method
Event 1-6 of 6 << <1l>>>
1 158 Tom Knox General 2014/11/14 13:53:08 F1 ACTAtek1 E#JI(BB V#I2(777)%
2 158 Tom Knox General 2014/11/14 13:52:44 ouT ACTAtek1 #FP#
3 158 Tom Knox General 2014/11/14 13:52:37 IN ACTAtek1 #FP#
4 158 Tom Knox General 2014/11/14 13:48:00 ouT ACTAtek1 #FP#
5 158 Tom Knox General 2014/11/14 13:47:55 IN ACTAtek1 #FP#
6 158 Tom Knox General 2014/11/14 13:44:29 IN ACTAtek1l #FP#
Event 1-6 of 6 << <l>>>

Delete Event Log

' Delete all event logs before the beginning of : | none v |[Submit |

www.jakinid.com
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Appendix H. Master/Client Function

With the Master/Client function, customers can configure one device as the
Master terminal and designate other devices as Client terminals.

Once the Client terminals are registered and the Master terminal is ready, the
Master—Client devices will automatically synchronize data with each other.
This includes:

- User fingerprint (FP) data

- Eventlog data

« Other relevant system records

Refer to the system diagram below for an overview of the configuration.

CLIENT

>
CLIENT
' ﬁCLIENT

ACT Ak - e
AT (T Fp T — ATk o jole 5 L ety

L - R L

Haster Seting

LSSt S

Rt e ! e e § i (R o T i i o g v b

B e B CLIENT

- L e i aa Lt B
1 LI LA R Tt Dol LA R
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Master/Client Setup Procedure:

1.Enable Master Mode
- Log in to the Master device.
- Navigate to the [Master/Client Setup] page.
- Select [Master] mode and click [Submit] to apply the setting.

ACTAtek The woridwids lsader in Web based technologiss

s Master Setting

sync eventlog photo not included )

Master Mode Select | Disable '® Master O Client (Mote: Set Client mode will delete all existing event logs, please backup it first )
Master IP 182 188.1.9

Master port pagS

Interval{seconds) 5

Master Status Master Running

EVENT LOGS

Users, Departments and Access Groups 2
Triggers

B Holidays Setting

Door Open Schedule

Sync Options
{will be effective from related action)

Subamit Reset

2.Enable Client Mode
- Log in to each Client device.
- Navigate to the [Master/Client Setup] page.
- Select [Client] mode.
- Enter the [Master IP] address.
« Click [Submit] to apply the setting.

- The Client device will then upload and download data from the Master
device and automatically reboot.

Verify Registration

- After reboot, the Client device will display [Registered] under [Master
Status], indicating successful synchronization and readiness.

ACTALeK The worldwide leader in Web based technologies

Master Setting
{Synec eventlog photo nat included)
Master Mode Select ' Disable Master @ Client (Note: Set Client mode will delete all existing event logs, please backup it first )
Master IP 192.168.1.9
Master port 8388
Interval(seconds) 5
Master Status Registered
EVENT LOGS
Users, Departments and Access Groups 2

Sync Options

(will be effective from related action) ~ 1799ers

Holidays Setting
Door Open Schedule
Submit Reset

www.jakinid.com
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Note:
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1. A Client device can operate in either [Standalone] mode (via Master/Client
setup) or [Access Manager] mode.

2. One Master device supports up to 10 Client devices registered
simultaneously.

Master Device:
The client list displays all registered client devices.

ACTALEK The woridwide leader ia Web based rechaclogies.

4 Master Setting

{Sync eventlog photo not included)
Master Mode Select Disable ® Master Client (Note: Set Client mode will delete ail existing event logs, pl

Master 1P 192188.1.9
Master port 2888
Interval(seconds) 5

Master Status Master Running

EVENT LOGS

B Users, Departments and Access Groups 2
Sync Options 9 P L
(will be effective from related action) - 1nggers
Holidays Setting
Door Open Schedule

Submit  Reset
Client List
No. Serial No. IP Address
1 00111DB007BF 192.168.1.11

Delete  Resel

Pending Unregister

Force Unregister  Reset

Event Logs:
All event log data will be synchronized across both Master and Client devices.

Event 1-10 of 10

Db WN =

User ID ‘Name Department Date Time - Event
8899 -- General 2023/04/19 16:59:15 IN
8899 -- General 2023/04/19 16:59:00 ouT
8899 -- General 2023/04/19 16:58:53 IN
8899 -- General 2023/04/19 16:58:42 ouT

7777 TEST MYSQL General 2023/04/19 16:56:38 ouT
899 -- General 2023/04/19 16:56:34 IN

www.jakinid.com

ease backup it first )

Wed Apr 19 16:52:45 2023

‘Last Updated

Terminal
00111DBO07BF
Main
Main
00111DB0O07BF
Main
Main

<< <1>>>

Remark
#FP#
#FP#
#FP#
#FP#
#FP#
#FP#
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Appendix . ACTA4 Intercom.

Introduction
Acta4’s intercom function can talk to PC or smart phone if all parties are in the

same intranet. Below is the descriptions of the setup of Acta4 SIP based
intercom to talk with PC or smart phone using third party SIP client phone.

SIP Phone Setup Procedures

Step A :- PC or Smartphone
1. Download and install Linphone on your PC

http://www.linphone.org/releases/windows/Linphone-4.1.1-win32.exe

2. Download and install Linphone on your smart phone by going to App store
and search for “Linphone”

Step B :- Actad

1. Login to Acta4 web portal, eg, 192.168.1.104
2. Click “Intercom” on the menu on left hand side (see below picture).

3. Input the SIP IP of the party you want to call from this Acta4 terminal. Eg, if
you want to call to the PC which already installed Linphone with IP address
192.168.111.85, then just input that PC’s SIP IP as:
jakinidpc@192.168.1.10:5060 where “jakinidpc” is the user name of the PC,
which can be arbitrary.

4. Input the speaker volume of the intercom from 0 to 100%, you can change
this value at any time during intercom conversation.

5. Input the mic volume of the intercom from 0 to 100%, you can change this
value at any time during intercom conversation.

6. Click “Submit” to save. Then you can make call from Acta4 at any time (see
next chapter)

Note:lf the client side has its own SIP server internally, please consultant with
the IT network team about the SIP server’s configuration settings in details.

www.jakinid.com
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Event Log
Add Event Log

Making Call

Intercom Setting

Calling ID Setup

Default Call address 500 _ s ile@109.250.10.20

SIP Setup
SIP Domain PR
SIP User [y~ W]

SIP Server Status Online
SIP Register Interval 30

SIP Password e

SIP Proxy 10270, 10.£0. JUDU
SIP STUN Type 'UDP v |

SIP STUN Server | Disable v |

SIP STUN Server

SIP STUN User

SIP STUN Password
Volume Control

Speaker volume(%) 100

~
v
Mic volume(%) 100 ~ | (Input Mic volume: 0-100)

Submit | |Reset

From Acta4 to PC/Smartphone

1. Make sure the Linphone is running on your PC.

(eg. user(@domain))

(domain(:port))

_ |(0: standalone mode, default is 3600s)

(server(:port))

(Input Speaker volume: 0-100)

2. Press the “bell” button on the Acta4 to make a call to the PC.

3. A window will have popped up in the bottom right of your PC showing a call

from Acta4.

www.jakinid.com
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ACTAtek The worldwide Ieader in Web based technologies

Terminal &

Intercom Setting

Calling ID Setup

Default Call address 500 __ o« i a@13% 296.45.55 (eg. user(@domain})
SIP Setup
SIP Domain LU ERul 16,40, 5000 {domain(:port))
SIP User [Ceeiny S W)
SIP Server Status Online
SIP Register Interval 30 Z (0 : standalone mode, default is 3600s)
SIP Password RiEEHe
SIP Proxy for i e
SIP STUN Type |upP ~|
SIP STUN Server | Disable v |
SIP STUN Server (server(:port))

SIP STUN User
SIP STUN Password

Volume Control

Speaker volume(%) 100 Z | (Input Speaker volume: 0-100)
Mic volume( %) 100 Z | (Input Mic volume: 0-100) ° test

sif @iy
Submit | | Reset

From PC/Smartphone to Acta4d

1. Open the Linphone and input SIP IP of the Acta4 you want to call to. Note
that it MUST be in the format: sip:test@xxxxxxxx, where “xxxxxxxx” is the |P
of the Acta4.

Linphone

A Jinphone
sip:linphone@192.168.1.10:5060

ADD CONTACT

o -
@
T es
test
sip:test@invalid

Z1 o t oin n

Test
sip:itest@192.168.1.103

T

55 @ Te inte Nl

3. A window popped up immediately on the PC to show that the call to Acta4
is connected successfully.

www.jakinid.com
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3. You can press the red button in the window to terminate the call. (Note that
you cann’t terminate the call in Acta4)

Calls - ]

- oy
il ] &
v |

test

y Siptest@192.168....

T

000 000

www.jakinid.com
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Appendix I. ACTA4 WiFi-Setup

WiFi mode: Normal

1. Login to Acta4 web portal, eg, 192.168.1.104

2. Click “WiFi Setup” on the menu on left hand side (see below picture).

3. Select WiFi mode as ‘Normal’ to connect with a WiFi network.

4. Input the SSID and password.

Jakin '}

5. Click “Submit” to save. Then refresh the page to get the ACTA4 NIC IP
address of WiFi network. The user can also obtain the WiFi IP address by
pressing the physical device’s ENTER key button 6 times to check the Device

Info. Page.

<« C A Notsecure | 192.168.1.104/admin.html

A CTAteK The worldwide leader in Web based technologies.

* OB ® 006 O :

WIFI Settting

[OK]

User Administration Wifi Mode Normal

SSID TP-LINK_246BDC hidden (check if the SSID is hidden)
Passwor rd 85686212 (only accept open/wpa network, leave blank if open network)

Jakin-ACTAtek

& C A Not secure | 192.168.1.104/admin.htm|

A CTA tekK The worldwide leader in Web based technologies.

* O H® 06 @

- WIFI Settting

Signal -51 dBm

Access Control

Terminal Settings

Wifi Mode Normal Ad
SSID TP-LINK_246BDC hidden (check if the SSID is hidden)
Passwor d [85686212 (only accept open/wpa network, leave blank if open network)

Status Connected
1P Address 192.168.1.101 <: WiFi Network IP Address

Jakin-ACTAtek
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WiFi mode: AP(AccessPoint)
1. Press the physical device [Admin Login] menu button on the keypad of
your ACTA4 unit.

2. The system will prompt for the Admin ID. Please enter the default one:
A999,

. Press Enter / Return

. The system will prompt for the Password. (Default: 1)

. Press Enter / Return, and you will see the Administration Menu.

. Select the icon on the bottom left of the screen, which is for IP Settings.
. Press ‘Enter/Return’ once IP Settings is highlighted.

0o N oo o A W

. Press the ‘Previous/Next’ buttons to highlight “Enable WiFi AP”, press
‘Enter/Return’.

IP Setting

Subnet Mask
IP Address
Gateway
DNS IP
Enable WIFI AP
Return

9. Open your mobile phone’s WiFi , and connect to the WiFi SSID of
ACTAA4 device e.g. jakinid4_1DBO00XXX,and enter the WiFi password
jakinid4.

10. After connecting to the ACTAtek device under WiFi AP mode

successfully, please press ENTER key button 6 times to check the

Device Info. page, and then press > key button to see the Device Info.2
page where you can find the device's IP addtess.e.q.IP:192.168.4.1

Device Info 2

11. After that you can open browser to access the device's webpage at
192.168.4.1.

www.jakinid.com
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Appendix J. ACTA4 WiFi connection setup

The Super Administrator can Login to ACTA4 device's console menu to use
"Scan WIFI QR Code" function under Networking setting sub-menu.

This function can convert the customer’s WiFi connection credentials to a “QR
code”, and then use this QR code to be scanned at ACTA4 for auto- configure
the device's WiFi settings.

Upon the credentials are correct, the ACTA4 will automatically connect to the
customer's WiFi access point, and becomes as wireless connection.

See below website link as an example which it will help make a WiFi QR
Code at your mobile's browser first, and then scan at ACTA4 device.

https://qifi.org/

pure JS WiFi QR Code
Generator

S5ID

all SLT-ADSL -TP-LINK-Anfas

Encryption

WRAMPAZ

P - . ™

Hidden

www.jakinid.com
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Appendix K. ACTA4 4G connection setup

Step 1.Removal of the device's back case, and then remove the wiring board
to insert the SIM card.

O oulube htps://www.youtube.com/watch?v=JOUnDCRw-ig
Step 2.Login to device's web-page, and then click "Mobile Broadband", in

APN Setting, enter the APN name (*you should be able to get the APN name
from your local Telecom operator), leave the Username and Password blank.
Step 3. Check the "Enable MBB Connection" to enable data connection

Step 4. click "Submit" then the 4G modem will dial-up for mobile broadband

connection.

Terminal

* Log Off
* Terminal Status
» Add Record

User Administration

Attendance Report

Mobile Broadband 232G Setting

APN Setting

APN data

Daily Report
View Event Log
Add Event Log
View User List
Add New User
Departments
User Messages
Admin Setting

Access Control

Terminal Setup
Mobile Broadband
Authentication/Log
Setup

Terminal List

User Name

Password

Enable MBB Connection

Submit Reset

Network Status

Operator
Metwork FDD LTE

signal Quality (0-31)  [2a(Exeallent) T
Data Connection Status Connected

IP Address
Default Gateway
DNS Server

Ooredoo Ooredoo

19 ¥ TR p54g
1-------

275§ T wEES

Step 5. You can check whether mobile broadband connection is successful or

not by clicking the "Mobile Broadband" multiple times until the "Connection

Status" shows "Connected" ,and the IP will also shown. Or you can check it

from the physical device's device info. page.

www.jakinid.com
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Appendix L. How to use QR code to access
ACTAtek device?

Option 1.Normal QR code

QR code is like another type of digital password so that the customer
can purchase any ACTAtek device with the built-in camera function to
support it. €.g.ACTA4-1K-P-C (*PIN model with built-in camera) which
means that it does not need to have Facial model or Smart Card model to
make it work.

As for the generation of QR code, please either Login to ACTAtek
device or AMS webpage to enter any numbers or strings of characters to
generate a QR code. See the attached file as examples.

Note:For AMS or AMS SaaS, the QR code icon will not show up until a
Smart Card number is entered/saved.

After that, please save the generated QR code as a JPEG file, and
then send it to User's mobile phone via WhatsApp or email attachment file or
print it out . See below steps as an example about how to generate a QR
code ,and then access the device.

Work flow of adding QR code user from the device's webpage:

1.Login to device's [Add New User] page or [View User List] page, and then
enter User's preferred QR code number e€.9.20210210 or use the existing
smart card no. to generate .

2.Enable 'Smart Card' status.

3.Click 'Add' or 'Modify' button to save the above User's QR code settings.
4.Click 'Show QR code.

5.You can then use the right-click to save the generated QR code as a JPEG
file,and then transfer the JPEG to your mobile phone or print it out to access
the device. After accessing the device via User's QR code, the device's LCD
will display 'Please remove QR-Code' ,and then also capture User's picture.

Note:

1.Please keep at least 20 cm distance when accessing the device from
mobile device's saved QR code.

2.As for the printed hardcopy of QR code ,please ensure that the QR code
sizeis 3.5 CM * 3.5 CM .

www.jakinid.com
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O Admin/General Staff
) Admin/Manager
O Engineer/General Staff A | 192.168.1.7/cgi-bin/genQRcode.cgi?s=888777demo

J Engineer/Manager

[ genQReode.cgi (740x740) - - Microsoft Edge

O H.R./General Staff

(J H.R./Manager

O Marketing/General Staff
[ Marketing/Manager

O Production/General Staff
J Production/Manager

(O sales/General Staff

O sales/Manager

) EMERGENCY

General

O Admin

[ Engineer

OH.R.

O Marketing

O production

O sales

Access Group

Department

SmartCard/QRcode Number 835777d

gerprint Activate Capture

Fingerprint Security Level
(for ID Match)

Active | Auto Match
Status - 4
() password [4 Smart Card Fingerprint Group ID: 0
5 @ pisable O Enable
Expiry Date
B . h
First Lunch IN Time O Reset I

Modify | Clear

Capture

Normal v

C ight © 20012022 by Jakin-ACTAtek

‘Welcome admin ! [ Log Out ]
O arCodeHandler.ashx (74

Home Access Manager Access Application Control Panel
ACCESS MANAGER M VIEW / EDIT USER

User Status

Number of users in system: 22 [Editable: 22]

Export
* Add User

— File Format:
e oi—
* Bulk Edit User
General
User ID Password Smart Card QR Code Facial Template Image
i) =
o . 06CAB4CA B Jakin ID
First Name Other Name Last Name
Justin ‘ ‘2

*® View Terminal

No image availabl

* Open Door by Terminal Administrator Level Fingen Rnnk:Security: Finger Print Type

|
® Copy Terminal User | [ceneraiuser ] ﬁ;ﬁ'al: FLI ©FAM
* Copy Terminal Access Right |
* Copy Terminal Trigger | ot
5 = = . . 8 .
o€ en ‘ M Active [ Password Finger print Finger Print M Facial Automatch M Facial M Smart Card Finger Print Group
*® Associate Terminal | Automatch
|

Notification

ldwide leader in Web based technologies.

Event Log
Search Options
Name ju}
User
Period From
Time Today v or 2023 v v v v v
Department Event
Others v v
E;I:):I:tthe form to filter the report, or leave it blank for a full Search U se I’-defl ned Q R Code
A
Event 1-6 of 6 <€ <1>>>
User ID Name Department Date Time Event Terminal Captured Image Remark
1 8888 Demo User General 2023/01/30 10:47:58 IN ACTAtek View Image #SMC(SN:20201106demo)#
2 8888 Demo User General 2023/01/30 10:47:40 IN ACTAtek iew Image #SMC(SN:20201106demo) #
3 8888 Demo User General 2023/01/30 10:47:12 IN ACTAtek View Image #SMC(SN:20201106demo) #
4 A11231  Smith Jhon General 2023/01/30 10:47:01 IN ACTAtek #SMC(SN:123455)#
5 A11231 Smith Jhon General 2023/01/30 10:43:27 IN ACTAtek #SMC(SN:123455)#
6 A11231 Smith Jhon General 2023/01/30 10:43:02 IN ACTAtek #SMC(SN:123455)#
Event 1-6 of 6 <<<1>>>
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Option 2. Two-factor authentication (Google Passcode)

Google Authenticator is a mobile app that generates verification codes for 2-
Step Verification, adding an extra layer of security to your QR Code User
account. You can use Google Authenticator to sign in to your ACTAtek
account with a QR code, instead of entering a password.

Here are the steps to create a QR code user with Google Authenticator Key
on ACTAtek or AMS:

1. Download and install the Google Authenticator app on your smartphone.
You can find it on the Google Play Store for Android devices or the App Store
for iOS devices.

2. Login to ACTAtek WEB Ul and go to "Authentication Log Setup' and
then enable "Gauth Mode" as 2Fector Authentication.

3. Log in to your ACTAtek or AMS account on your computer. Go to the user
account section and click the KEY button next to the G Authenticator Key to
enable the passcode key.

4. A QR code will be generated and displayed on the screen for G
Authenticator.

5. Open the Google Authenticator app on your smartphone and tap on the
plus icon (+) at the bottom right corner. Choose Scan a QR code and point
your camera at the G Authenticator QR code on your computer screen. The
app will scan the code and add your ACTAtek or AMS account to the list of
accounts.

6. Click on Save User to finish creating the QR code user. You can now share
the QR code with the end user by sending it via email, printing it, or saving it
as an image file.

7. Scan the QR code at ACTAtek device and it will ask you to enter the 6-digit
passcode. Now open the app on your smartphone and enter the verification
code that appears next to your account name. The access will be granted
when both credentials (QR+Passcode) are matched. Please check the
sample events in below attachment.
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Note:

1. For AMS or AMS SaaS, the QR code icon will not show up until a
Smart Card number is entered/saved.

2. Please keep at least 20 cm distance when accessing the device from
mobile device’s saved QR code.

3. As for the printed hardcopy of QR code, please ensure that the QR
code size is 3.5 CM * 3.5 CM.

& C @ O & 192.168.15.118/admin.hitm * T &
(3 ACTA Terminal  [J AMS Server (3 SIP (O SLee [JJava [JProjects [JassaaBLoy [JaPI [0 * Cloud™ [JJakinDocu 3> [ Other Bookn

AC TAtek The worldwide leader in Web based technologies.

I [Authentication/Log Setup Successful] I

~

Terminal

User Administration Log Setup
Log Event (O pisable (® Enable | User Log v
Log Size [s00k v|
Log Unauthorized Event (O Disable (®) Enable

Accept Unregistered Smartcard @ Disable O Enable

Authorized Event
Photo Option for Log
Unauthorized Event
Access Control Web Add Record (O Disable (8) Enable
Accept Unregistered Facial @ Disable O Enable
Authentication

Terminal Settings ® Disable

Auto IN/OUT Auto Reset INfOUT
[J Reject Repeated Event in [5 & |sec(1 - 86400)
Atk ion Msecustorons Anti-passback (Note: Anti-pass back will be reset at 00.00 hours)
Lunch Break Lock Out min (1 - 120)
Crowd Control Limit 1 (1 - 65525) Daily reset time 00:00 (hh:mm]

Mote: Additional login settings are now controlled from Access Manager

Fingerprint + Facial

Gauth mode | 2 Factor Authentication v \

Terminal

Submit Resst
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