ACTAck Jakin [0
Agent3 quick installation guide

Note: Please ensure that your ACTAtek devices are running the latest firmware versions.

e For ACTAtek 3 (older model), use Firmware version 3_06.2337.
e For ACTAtek 4 (new model), use Firmware version 4_00.2445 or above.

Stepl.Install IS webserver, and ensure that all related features, and the sub-features are

installed already.

-)For Windows server O.S:

Manage Tools View

Add Roles and Features

Remove Roles and Featu}&
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4 NET Framework 3.5 Features
.NET Framework 3.5 (includes .NET 2.0 and 3.0)
[¥] HTTP Activation

4 [W] WCF Services (1 of 5 installed)
HTTP Activation
[¥] Message Queuing (MSMQ) Acti
Named Pipe Activation
TCP Activation
|| TCP Port Sharing (Installed)
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-)For Windows 10 O.S.

' Windows Features

Turn Windows features on or off

To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.

Jakin I}

X

= NET Framework 3.5 (includes NET 2.0 and 3.0)
Windows Communication Foundation HTTP Activation
Windows Communication Foundation Non-HTTP Activation

= MET Framework 4.8 Advanced Services
ASP.MNET 4.8

WCF Services

[~ Internet Explorer 11
= [m] Internet Information Services
[ FTP Server
[~¥]  Web Management Tools
World Wide Web Services
] Internet Information Services Hostable Web Core

[ Legacy Components
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Turn Windows features on or off

lo turn a feature on, select its check box, To turn a feature off, clear its
theck box. A filled box means that only part of the feature is turned or

=8 Web Management Tools
= B 1S 6 Management Compatibility
B 1156 Management Console
B 156 Scripting Tools
B 156 WMI Compatibility
B 15 Metabase and |15 6 configuration compatibility
B IS Management Conscle
B IS Management Scripts and Tools
B IS Management Service
o B World Wide Web Services
= 8" Application Development Features
MET Extensibility 3.5
MET Extensibility 4.8
Application Initialization
ASP
ASP.MET 3.5
ASP.MET 4.3
Cal
ISAPI Extensions
[SAPI Filters
Server-5ide Includes
WebSocket Protocol
Commen HTTP Features
Default Docurment
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
WebDAY Publishing
Health and Diagnestics

= -

=)
Custem Logging
HTTP Logging
Legging Tools
ODBC Logging
Request Meonitor
Tracing
= [ ] Performance Features

Dynamic Content Compression

Static Content Compression
Security

Basic Authentication

Centralized 55L Certificate Support

Client Certificate Mapping Authentication

=@

Digest Authentication

15 Client Certificate Mapping Authentication
IP Security

Request Filtering
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Step2.Right click 'setup.exe' ->'Run as administrator' to install Agent3.

Step3. Please ensure to allow the IIS user to have folder permissions to access the Agent3
configuration hidden folders.

1. Go to hidden programdata location “C:\ProgramData\”.
2. Look for the ‘Actatek’ folder and right click and select properties.

3. Then go to Security Tab and Add “IIS_IUSRS” account and make sure that this has all
the permissions.

Security
Objectname: C:\ProgramData\Actatek)

Group oruser names

S8 CREATOR OWNER

82 SYSTEM

S8 Administrators (P T&=4\Administrators)
5R Users (PETER\Users)

82 lIS_IUSRS (F# = =®\|IS_IUSRS)

£2 DefaultAppPool

Add... Remove

Permissions for CREATOR
OWNER

=

Deny

Full control

Modify

Read & execute
Listfolder contents
Read

IRIRKIRIKIE |2
100000

e

4. Then hit the apply button and ok.

5. Lastly, restart the IIS webserver to make effect for any changes.
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Step4. Open the Agent3 from below URL

http://localhost/Agent3NET/login.aspx

® 0O \ [ ACTAtek Pte Ltd. X [ localhost/Agent3NET/loginaspx X | =

(@] (@ localhost/Agent3NET/login.aspx

[ pemo1 [ DEMO2 [3 On-premises AMS [3 JakinID AMS SaaS [ AccessManagerServ... [3) AMS_SaaS_API

LoG IN
Please enter your username and password.

User Information

Username:

Password:

O Keep me logged in

Username:admin

Password:1

Step 5: Go to [Database Setting], enter the Agent database connection profile, and then
click [Save] — [Upgrade] to complete the database upgrade (if an existing database

existed).
[(Te] (1] | L9 ACTAtek Pte Ltd. > L9 localhostyAgent3NET/DBSetup.z X —+
< (@] (O localhost/Agent3NET/DBSetup.aspx
[ pemolr [ DEMO2 [ On-premises AMS [ JakinlD AMS Saas [ AccessManagerServ... [ AMS_saas_arPl [

User Setup Log Viewer ACTAtek Registration System Setting Database Setting

=
DATABASE SETTING g

r Database version [Required:3 / Current:unknown] is not connected.
To Connect to existing database [1] Configure Database Setting below [2] Save to connect to database
To Create new database [1] Configure Database Setting below [2] Save to Create new database

Database Setting

Database Type:
SQL Server ~

Database Server Address:
localhost\SQLEXPRESS

Database Name:
agent2db

User Name:
sa

User Password:
[rmemes =)

Save



http://localhost/Agent3NET/login.aspx
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@ @M | [ ACTAtek Pre Ltd. X | [ localhost/Agent3NET/DBSetup.z. X | -

& C (D localhost/Agent3NET/DBSetup.aspx

[ Demotl [ DEMO2 [ On-premises AMS [} JakinlD AMS SaaS [ AccessManagerServ.. [ AMS_SaaS_APl [ AMSWebAPl Wek

User Setup Log Viewer ACTAtek Registration System Setting Database Setting About

~ma
DATABASE SETTING %

' Database version [Required:3 / Current:Unknown] is not updated.
- To Upgrade existing database [1] Backup database [2] Upgrade database

Database Setting

Database Type:
DATABASE SETUP SUMMARY

- Checking existence of database: agent2db
Database Server Address: - Database exists
localhost\SQLEXPRESS - Checking the existence of table: agent_log

- Table exists
Database Name: - Checking the existence of table: agent_terminal
agent2db - Table exists

- Updating database settings

User Name: - Database settings are updated successfully

sa

User Password:

m O | [ ACTAtek Pte Ltd. % [ localhost/Agent3NET/DBSetup.a X | =
&« O (1 localhost/Agent3NET/DBSetup.aspx

[§ pemo1 [3 DEMO2 [3 On-premises AMS 1 JakinID AMS SaaS %) AccessManagerServ... [ AMS_SaaS_API [ AMSWebAPIV

User Setup Log Viewer ACTAtek Registration System Setting Database Setting About

et |
DATABASE SETTING g

Upgraded V3:

- Datat upgraded st fully to version: 3

B Database Upgrade from V-1 to V3:

Database Setting

Database Type:

S0QL Server v DATABASE SETUP SUMMARY

Database Upgrade is finished with "Success’

Database Server Address:
localhost\SQLEXPRESS

Database Name:
agent2db

User Name:
sa

User Password:
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Step6.Enter the Agent3 activation key, and click [Submit] button.

User Setup | Log Viewer | ACTAtek Registration | SystemSetting | Database Setting | About

SYSTEM SETING -,

Q Activation key has been updated successfully. [Expiry Date: 2024-10-11 12:00:00 AM, Terminal Count: 10, User Count: 3000, License Type: MAIN]

License Update

A
]) Product Key: DEC43B67B6DF22FAAB3SESFI3441A508
L}

License Key:

4

Please put key into textbox together with ends caps [.....]

Event Log Encryption

)
T -
L]

Event Logs Deletion
€ T N
& | vYYvmmoo

Configuration Backup

E Backup current system configuration m

Step7.Enter the ACTAtek device’s IP address, protocol, port ,admin :A999,password 1 ,and
then click [Register] button

Welcome admin! [ Log Out ]

User Setup Log Viewer ACTAtek Registration System Setting Database Setting About

ACTATEK REGISTRATION !]
ACTAtek Information

IP Address Protocol Port Admin Password

— v

Remark: Terminal needs to be in Stand Alone Mode

Agent End Point URL

http://192.168.56.1/Agent3NET/Service.asmx ‘) Auto-fill
ACTAtek List Registered Terminal(s): 1/10, Registered User(s): 2323/3000 Page Size:

Auto/Max

Firmware Timezone
Users

192.168.1.100 http 80 A999 i 00111DBO07C4 | ACTAtek actatek_3_06.2337 |2.050 2323/15000 |2310/15000 | Asia/Taipei Edit Unregister

http://192.168.56.1/Agent3NET/Service.asmx

Note: Please ensure that the Agent3 IP address is correct before the registration.




ACTA ek Jakin 1D

Step 8.0nce done the device registration with the Agent3,the device can start to send
event logs data to the Agent3 configured database.

ACTAtEk The worldwide leader in Web based technologies

Terminal List

No. Description Type Serial No. IP Address Camera Door Last Updated To Secondary Backup
1 ACTAtek Primary 00111DB007C4 192.168.1.100 Camera Unlock Door --
Server List
No. Endpoint URL Connection Send Log Status Last Updated Time Profile
0 1 http://192.168.1.2/Agent3NET /Service.asmx Connected Synchronized Thu Jan 25 16:35:32 2024 No Profile available v

Submit | Delete | Add | Test Modem Connection
Access Control

Welcome admin! [ Log Out

User Setup Log Viewer ACTAtek Registration System Setting Database Setting

LoG VIEWER

Add New Log

Log Selection

Search Date in

Local Time

Start Date End Date Actatek IP Address Terminal Name / SN

2024-01-18 | 20240126 ALL v ALL v
LogsList Mo of Logs: 14 Page Size: [ 50 Date Format
Terminal Timestamp User ID Event Trigger Original SN Terminal Name nder IP Address Remark Access Method
2024-01-25 8:35:32 AM 2024-01-25 PM A999 REMOTE-DOOR-OPEN 00111 RBANTCA Tk 192.168.1.100 #RDOOR# RDOOR
2024-01-25 8:35:32 AM 2024-01-25 4:35:32 PM A999 REMOTE-DOOR-OPEN 0077 mm—— - 192.168.1.10 #RDOOR# RDOOR
2024-01-25 8:29:34 AM 2024-01-25 4:29:34 PM A999 REMOTE-DOOR-OPEN 0011w om LR 192.168.1.100 #RDOOR# RDOOR
2024-01-24 2:01:28 AM 2024-01-24 10:01:28 AM 999 :OUT 0011 192.168.1.100 #FPE FP ] Details
2024-01-24 2:01:16 AM 2024-01-24 10:01:16 AM 999 IN 0077 m— u s 192.168.1.100 #FPE FP Details
2024-01-24 2:01:10 AM 2024-01-24 10:01:10 AM 999 |out 001 m—— u - 192.168.1.100 #FP# FP JM
2024-01-24 2:00:59 AM 2024-01-24 10:00:59 AM 999 IN oot 192.168.1.100 #FPE FP Details
2024-01-24 2:00:55 AM 2024-01-24 10:00:55 AM 999 |in 0011 ot 192.168.1.100 #FPE FP ‘M
2024-01-24 1:31:35 AM 2024-01-24 9:31:35 AM 999 out 0017 - m LR 192.168.1.100 #FP# FP Details
2024-01-24 1:31:29 AM 2024-01-24 9:31:29 AM 999 |IN 0011 S u - 192.168.1.100 #FP# FP ‘QC_ELLE
2024-01-24 1:31:02 AM 2024-01-24 9:31:02 AM 999 out 0011 192.168.1.100 £FPE FP Details
2024-01-23 9:06:18 AM 2024-01-23 5:06:18 PM 999 N OOTInEE———— LR 192.168.1.100 #FPE FP ‘M
2024-01-23 9:06:07 AM 2024-01-23 5:06:07 PM 999 out 0011 - 192.168.1.100 #FP# FP Details
2024-01-23 12:12:41 AM 2024-01-23 8:12:41 AM 999 IN 0011 [0 - 192.168.1.100 #FP# FP ‘Q&tajls L

10



