Steps to connect ACTAtek terminal device remotely from
public network using web browser or Android phones/Tabs.

® Assigning Port Address to the terminal i.e. 80, 8080 ,1024 or range (80,
1024 - 65535)

® Open Port on windows firewall to be accessible from public network

e Enable port forwarding to allows access Private terminal IP from public
network.

® Access terminal from public network using browser or Android mobiles.

* Troubleshooting
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Steps for assigning Port Address to the terminal i.e. 80, 8080 ,1024 or
range (80, 1024 - 65535

Login to the terminal from internet browser using IP address Example 192.168.1.100(Default
Login ID : A999; Password : 1)
K
A

ACTAe

Login Password

Login ID

Login Level 3l Super Administrator v

Login Mode : Standard | Secure




Go to Terminal Setup under terminal setting as shown below:

Change the Web port as shown below or else use Default :80.

MIUIUU-1o00) 1500

Fingerprint Related Setting

+ Terminal Status

Security Level (for Automatch) HNormal -

Detection Method @ Fast ) Normal ) Slow
Smart Card Related Setting

Parity Error detection ) pisable @ Enable

Console Display Timeout Settings

Welcome Message Timeout lsec -
[« le Display Ti t 30 sec
Console Clock Format © 12 hours @ 24 hours

Wiegand Configuration

Wiegand Type Disable -
Access Method Finger Print, Password

L o i wiiEe HIT Terminal Setup
User Facility Code (FC) 1 |(1-255)

Miscellaneous

Terminal Mode @ Stand Alone ) Access Manager »
Job Code @ pisable ) Enable
Door SW Mode @ poor Switch ' Door Sense

) Disable @ Access Granted ) Emergency Mode
Door Strike 1 Option

Relay Delay & sec [1-90)
©) Disable
) Door Strike 1 Clone
) Access Denied
Door Strike 2 Option @ pell Schedule
L ! Active Alarm (Door Strike 2) When Door Opening Time Is Exceeded 20sec
Relay Delay & sec (1-90)

Erl:lril'rt Note: Setting should not be changed while in operation
A n
IP Address: Port: |50
Network Camera - -
Manufacturer: AXiS * Model: Axis 2100 -
Language English M change the port :
Webserver Port s080| (80, 1024 - 65535) |[——— {3yt will be 80

Allowed IP '@ pisable | Enable = (e.g. 192.168.1.%)



Steps to open Port on firewall to be accessible from public network

1. Open the Control Panel. Windows Firewall is a software firewall that acts in
conjunction with your router's hardware firewall. Windows Firewall is especially
important if you have multiple devices on the same network, as it helps prevent the
spread of viruses between computers on a local network.

’/ ’ | » Control Panel » Ml | Search Control Panel

Adjust your computer's settings View by: Category v

4% LS\,'stem and Secu rit;,fJ User Accounts and Family Safety
\_’ Review your puter's status % ‘g’ Add or remove user accounts

Back up your computer ® Set up parental controls for any user
Find and fix problems ;

Appearance and Personalization

" {
T 5 »  Change the theme
h n rity pan I-w g
[ Click here to open the System and Security pane Cirkiggu ey haschapenns

Adjust screen resolution

“&2., Choose homegroup and sharing opticns

, / Hardware and Sound
‘ View devices and printers
Add a device

Programs

Uninstall a program

Clock, Language, and Region
Change keyboards or other input methods
Change display language

1\@

Ease of Access
Let Windows suggest settings
Optimize visual display
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o In Windows Vista/7, click the Start menu and select Control Panel.
e In Windows 8, press FH Win+X and select Control Panel.



2. Open Windows Firewall. This can be found towards the end of the list of Control Panel
options. If you are in Category View, select System and Security and then click Windows
Firewall.

| 2] [ S
3

Kol\.)® @2 » Control Panel » System and Security » - Search Control Panel

Control Panel Home Action Ceites

o System and Security ) R_gwew your computer's status and re'solve issues
# Change User Account Control settings | Troubleshoot common computer problems

Network and Internet Restore your computer to an earlier time

e o ‘ |Windows Firewall I

Programs Check firewlll status | Allow a program through Windows Firewall

User Accounts and Family

Safety &: System . ;

C ke a1 Click here to view the status of the firewall s R
Personalization of this computer '@‘ Device Manager
Clock, Language, and Region @7 Windows Update

Ease of Access Turn automatic updating on or off | Check for updates | View installed updates

Power Options
Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Backup and Restore
Back up your computer | Restore files from backup

BitLocker Drive Encryption
Protect your computer by encrypting data on your disk | Manage BitLocker

A F @
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Administrative Tools
=| Freeup diskspace | Defragment your hard drive
@ Create and format hard disk partitions | @ View event logs | ® Schedule tasks

&

3. Click on Advanced settings from the left menu



|

K% 4= & » Control Panel » System and Security » Windows Firewall Search Cantrol Panel )
@

Control Panel H i 2 B
B R Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

@ Change notification settings How does a firewall help protect my computer?

@ Turn Windows Firewall on or What are network locations?
off il

®) Restore defaults '@ Home or work (private) networks Connected (&)

&

Advanced settings

Click here to access the firewall advanced settings La"d devicesonthe hetiwork

Troubleshoot my network
Windows Firewall state: On

W Rl e S L e

4. On Advanced settings window you will need to click on Inbound Rules to list the inbound connections.
After that click on New Rule... in order to add the custom rule:

File  Action  View Help

w20 < HE

@ et o
el oo Pt - =
M Comnection Security Rules |G AN Z
B Morstoring O A= Filter by Profde »

a Apewercft Free Screen Recorder All
| © BlocklsvelnHadooplnstsliDe Al W Filtes by State g
@ Brothertietwonk Scanner Private T Eilter by Group ’
€ Deluge Bittorrent Client Provete View »
@ Deluge Bittorrent Client Preate

& Dicpvon A 5 Pefrash

G spTep Al 5 Biport Lot.

@ espupe AN B Hee

€ FieZita 5TP Clieen Provate .

@ FileZita FTP Cliern Private m G
€ Fieetax (CAProgram Fles (86)\Mozilla Fir.. Prate # Disable fude

@ Firefor (TAPrograen Fles (885)\ Mesils Fir,. Prrvate ¥ =

o Firefor’ (C\Program Files (B6]\Maozifla F... Provate ¢

o Firetaw (C\Program Files (B5]\Mozifa F... Provete 3 Copy

op Camers Viewer Pubbc K Delete

8P Camera Viewes Publc | Properties

a Microsolt Otfice Groowe Prrvate n Help

8 Microsott Office Groove Prwvate

€ Macrozott Otfice Cneliote Pravate

e Click here to open Inbound Rules page
e Click here to add a new rule

5. Check Port radio button to add a TCP port rule:



@ New Inbound Rule Wizard

hat Al i HEY
P Windows Firewall with Advance Rule Type
&3 Inbound Rules |

|| 4| Sefect the type of firewall rule to create.

R Outbound Rules
%% Connection Security Rules Steps:
> B8 Monitoring @ Rue Type What type of nie would you like to create? »
@ Frotocol and Peds 4
@ Action ' Program »
o Profi Rule that controls connections for a program. »
@ Name © Port
Rule that controls connections for a TCP or UDP port.
~ Predefined:
EBranchCache - Content Retdeval (Uses HTTF) .
Rule that controls for a Windows
~ Custom
Custom nde
Leam moce gbout née pes

Click on Next button to go to the next step

6. Check the TCP rule and the Specific local ports radio button to add the port: Default is 80 but using
8080 to accessible this device from public network.

Fde  Action  Yiew Hep

e« 2@ - B
9 i i e S
I oot Kuks : | it i =
3 Outbeund Pules Fesrnre Grovp [ i
B Connacticn Secunty Rules | 1433 Ak & MewRude.
5 Manaaing Qux Ar NP ke by Pt »
€D Apawmensaft Free Screen Recorder ax
A | Fire by e ’
W Tiew lroouna fuke Wites - - =] ’
. 0
Protocot and Ports

Specfy the petvocks e pode iz which t rie aotes

|
» Fude Type Dovas Sug b wppdy ta TOP o LD
' | S
#* Potocel sed Pon & Jcr =
. S e
. Pulle
. e

Dons g ube poply o ol Inca (onts o spechc o pone?

A oot ports

* Spechic oce pods: L]
Tasvple 32 442 90002010

AT A SIAL GNROL] ad otk

Click on Next button to go to the next step



7.Check the Allow the connection action to allow the broadcaster to use the 8080 port:
&P New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?

@ Protocol and Ports 3
@ Allow the connection

@ Action This includes connections that are protected with IPsec as well as those are not.
@ Profile 3

(1 Allow the connection if it is secure
¢ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

"1 Block the connection

Click on Next button to go to the next step

8. Check the profiles to which the rule applies:

@ New Inbound Rule Wizard

| Profile
Specify the profiles for which this rule applies.
Steps:
@ Rule Type When does this rule apply?
@ Protocol and Ports
o Action [¥| Domain
"o Profile Applies when a computeris connected to its corporate domain.
¢ Name V| Private

Applies when a computer is connected to a private network location.

[¥] Public
Applies when a computer is connected to a public network location.

Click on Next button to go to the next step

9. Enter a name and a description for this rule:




File Action View Help

oo | 2 [ 4]

‘ Windows Firewall with Advanc| BT LTSS
B! Inbound Rules

By Outbound Rules Nam ‘ ig
¥ Connection Security Rules] P New Inbound Rule Wizard —
I ™, Monitoring Narwe

Specily the name and description of this rnile

Steps:
e fule Type

@ Protocol and Ports

»  Action
@ Prefie Ayl
TCP_8080
@ Namw
Desartption (optional);

Rule to allow communication on Port 8080 from publio nitwork for Actatek teminal.

Click on Next button to go to the next step

10. The Port 8080 was successfully added to the firewall exceptions.

I Wendows Fremal with Advanced Secusity r———— - — o=

Fie Action Vies Help

| ’,MI 1|am

2 st o s [

B3 Inbeund Rules | - 7

K3 Outbeund Bules e Group Profile

8% Connection Security Rules | &1 Al B2 New Rule.

% Manitoring I £ Fiter by Profile

& Apowessott Free Screen Recorder A ) T TN

| OMUMMMDI A By Aate
:‘ @ Erothertistmork Scanrar Privete ¥V Fiter by Group
I & Deduge Bittorrent Clent Privete View
[
H Qbaage Bittament Chent Provate a

***Note: Repeat steps 4 through 10 for each port that you want to open.

Steps to enable port forwarding to allows access Private terminal IP from
public network.

v w v w




Login to your router using default user id and Password. Check Router manual how to
connect from network using IP address from internet browser.

—~ TELUS

1 future & friondty*

2 O D

Status Wireless Setup Firowall Aavanced Setup
Summary Product Info Log In to make changes to
the modam's settings.
. Inturm et Service Mrovider o el Modais: T1200H4
Wirslenn Vil Serlam NA Usemame = |
A Cliant Connmarad MAC Addrons ACIBEI0:56:421A1 B
A R AaAINy Fltnware Version T1200H.31.1280.03 e | |
DBL Link Up Time: 414, 22h, 46m Lahoingel e e Forant
May 12 2016 03:62 uto detect - =AY om
Curtant Time: T
WAN Connection Status Home Network Flrewall
WAN Type ose ? I’ < 1 - PP Setting Cnabled
Lynumic/oate. Oynamic 192.100.1.00 Flrewall MAT Only
Modem P Address 1645231204 Blockng/Fintering Disabled
Bubnet Mask 266.266.262.0 . Inkcin- Connected
Default Gateway 154.5.2201 10 Laptop 192.160.1.70 Diagnostics - Login Required
Luase Time Remaning 138 14M 05 L
DNS Addrens w1 751531709 - DELL-IS2-PC  Connected Ping
DNE Agdress o 53176 192.168.1.67 Tracerouts
Wirnless Resat
Wireless =S Mays-iPad Connected Devics Reboot
& 192.164.1.08 Foctury Rapat
LET=] TELUS021%
Security, Enabled DHCP Ralassw/Ranew
. android - Connected MHPNA
Security Type: WPAZ-AES o 3 Sudeals,  JCuMmRcied. IPNA Dlagnostics
User's Macuasl
T android- Connected -

After login go to Firewall main menu and HIT Port forwarding as shown below:

Wirgiess Retup Frrawatl Agvanced Retup

*)

Firewall
¥ Frxwal Firewall
¥ P Pt
» The dSefacit firamal] sacurfly Mvel & sat 16 BAT Only, Actrabing tha firewsll W cptonal. When the
b w Nowsll = d, ty = ey tl, but seme: h alery wil e ost.
¥ DMZ Hestng 1. Select the WAN PING block mode. When enabled, the modem will not respond to all
b 1PV DMZ Hosting pings from WAN side.
v e WAN PING thock modei @ Cnable | Disabie
2. Select 1P addressing type,
Apply rale to: | Al Dyeaeey (F A8t mases -
1. Set the Firewall Security Loval
& paT Oney
1 1egh
4. Ulick Apply to save changes.



Add port forwarding details like IP address: Terminal IP address assigned to the
terminal (Ex: 192.168.1.100) Port 8080 as shown below and Protocol : TCP

80 e 0O'n

Home Wireless Setup Firewall Advanced Setup

Firewall
> Sewan Port Forwarding
¥ IPv6 Firewall
» Port Forwardin Enter ports or port ranges required to forward Internet applications to 3 LAN devics below.
¥ Applications 1. Set the LAN/WAN port and IP information.
¥ DWZ Hosting
¥ |Pv6 DMZ Hosting Select LAN Device: Manually anter the IP addrass v
»

i LAN 1P Address: 192.168.1.66

External (WAN) Start Port: 8080

External (WAN) End Port; 8080
Internal (LAN) Start Port: 8080
Internal (LAN) End Port: 8080
Protocol: TCP ¥
2. Click Apply to save changes.
Applied Port Forwarding Rules

Click on APPLY button to go to the next step

Add port forwarding details like IP address: Terminal IP address assigned to the
terminal (Ex: 192.168.1.100) Port 8080 as shown below and Protocol : UDP



Firewall

Flrewall

IPvE Firewall
Port Forwarding
Applications

DMZ Hosting

|PvE DMZ Hosting
UPnP

vy v VY VYV wYw

Port Forwarding

Enter ports or port ranges required to forward Internet applications to 3 LAN device below.

1. Set the LAN/WAN port and IP information.

Selact LAN Davice:

LAN [P Address:

External (WAN) Start Port:
External (WAN) End Port:
Internal (LAN) Start Port:
Internal (LAN) End Port:

Protocol:

Manually enter the IP address
192.168.1.68

8080

8080

8080

8080

UDP «

2. Click Apply to save changes.

=

Click on APPLY button to go to the next step

Applied Port Forwarding Rules

Two entries will be there under Applied Port forwarding rules.

LAN START/ END

PORT

2020/8080

8020/8020

LAN IP
ADDRESS

PROTOCOL

192.168.1.68

182.168.1.63

WAN START/END

REMOVE

=

PORT MODIFY
S20iE0ed M
808012030 (" Wodify

Congratulation: you have successfully applied port forwarding rules.

=0

* Access terminal from public network using browser or Android mobiles.

It is important to know public IP address of the network in which terminal device is
connected . Visit :http://www.whatismypublicip.com/ to know Public IP address.



***NOTE: Please Must visit this website from the network in which terminal device is

connected.

.\\ 2
o P \WHAT IS MY s
WeusLic P

Your Public IP Address Is:

154.5.231.234

Once you know the Public IP address: connect the device from any public network by
Android phone, tab or computer using below URL:

i.e. http://public IP address: Port NO Example : http://154.5.231.234:8080 as shown
below:

154.5.231.234

Trouble-shootings:

Question: We have followed all the above steps but still not able to connect from
public network.



Answer: Confirm the web port assigned to the terminal device from terminal devices
using below steps:

Go to terminal settings>Terminal Setup>webserver port as shown in Pic 3.

Step2: Check Webserver port is open on public network:

Visit " http://www.canyouseeme.org/ website from the network in terminal device is
connected and see whether particular port is opened or not.

If port is closed: Error: | could not see your service on 154.5.231.234 on port (80):

for solution, Repeat steps STEPS 2 as mentioned above i.e. Steps to open Port on
firewall to be accessible from public network.

Please NOTE: If port is opened : Success: | can see your service on 154.5.231.234 on port
(8080).You are good to connect your device from public Network.

Question: How do | get my public IP address?

Answer: To know public IP address of the network in which terminal device is
connected . Visit :http://www.whatismypublicip.com/ to know Public IP address or

else contact your IT team for more support.

***NOTE: Please Must visit this website from the network in which terminal device is

connected.



